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|l AF! M F (Project Achievements)
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l APPX- £0H& 2 M(Screenshot) — WIKI-RAV
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| APPX- E9t& 2 M(Screenshot) — WIKI-ARMA

= WIKI-ARMA (Web Application Firewall)
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Date/Time  Source/Port  Hostname/Path

0181004 | 1821681680 | octname: 192.168.1.41, Port: 80,
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018-10-04 | 192161680 | postname: 192163.1.41, Port: &0,
170424
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APPX- HQt& 2 M(Screenshot) — WIKI-WS

= WIKI-WS (Web Application Scanner)

Target: https://ms.wikisecurity.net Time Taken: 00:00:28
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OWASP TOP 10 (2021) - AOS
Hidden File Found

® Medium Instances

@ Information  User Agent Fuzzer Instances
© Malware Malware was found in 1 of 10 resources. Instances

@ Wellknown  Well-known was found in 1 of 10 resources Instances
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2 #/9FE # Pt OfL2f Cryptojacking, Malware,
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TOTAL 28
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Malware IIMaIWare 1  Malware 1
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Vulnerabilities Found

OWASP TOP 10 (2021) - AD5

@ Medium Hidden Fle Found Instances 2
Hidden File Found refers to a security vulnerability where sensitive or y files are uni ionally made ible
on a web server, typically hidden from normal views by their file names or locations. These files, while "hidden” through
obfuscation methads faich as nrefived dnts like  ait e or  hak ) ean arill he disrnversd thrannh imoroper server
configt ‘iles, which

Description might HF Z' 3 OI'I-I A‘Iﬂ’ * exposed,
hidden = 1= El T/ TO0O 2O Jitation, or
result i pecific file

A 7’ X X/ dF EH =
ypes, &4 =X CWE, WASC 5
1. Bloch

« Configure your web server (e.g., Apache, Nginx) 1o explicitly block access to files that are hidden or contain sensitive data
(e.g, .ait, .env, .bak). This can be done by denying access to any file starting with a period or by specifying file
extensions that should be blocked.

+ Example (Apache):

<Directory "fvarfwe/htnl ">
# Block access to hidden files
<FilesMatch "#.">

Require al | denied
</Fi lesMatch>
</Directorys
2. Regularly Scan for Hidden or Sensitive Files

= Use automated security tools to regularly scan the server for files that are accidentally exposed, including hidden files or
directories. Consider using tools like OWASP ZAP or Burp Suite to detect these vulnerabilities during security audits.

« Manual inspection of the server’s file structure is also necessary to ensure no sensitive files are inadvertently exposed.

3. Avoid Storina Sensitive Information in Web-Accessible Directories

Copyrights 2025 WIKI Security Co., Ltd. All rights reserved.



CONTACT POINT




