2| A 274

2| At

#7| M+ el El

A
x4

-

(R&D) AfH]

o
=




FOIl AfH|A

S LICH GAS]
pr

7]

ol 2
off 2t
A Ol
H X
fot 9gs sfiZta Lt Ate X

b7

NE
E}FAH

|
C
EE ¥ ASLIC

oh

5110 %1
A

H oMWk ™

H"VIH TR

A
L

A
(s

f

A

AtO|H{ EOF QI
E Mz HXOI2E A

ol At

3

I R&D ME

F

B2MQ
| ¢
| &

°
x
o

ot= f1d 280 dHH2

o

9| Plan-Do-Act-Check 2}O| A}
s

2 ECYS ZE PREQMO| 2HE B

Yol
Zaglo] B

LS

_—

ol ofl o1 w| = ol

A= or g T
B <d 30 <| T Hio o1
S k™ el

o__._._om._w
o3 Horm ™ o
goxﬂlbﬂmf
ﬂ_ﬂ_mootum_lo Hoe
SyorElE
NmE BB o
OF o o==o|_=_._L0|
E____Mxomﬂa_ﬁ.m_._.
) ol -
ur o 1 oy &
%ERLWEJ
U <4, 4O 0
1 a._Ol_ugEW_._lJnﬂ
1 =

STATa T g A
=l ar 4o < e
M o 5240
U ._a °© Ol_u_lo__._._

u:.n_vul
%%%mﬁw%
L b
oK o_exoﬂumﬂm

HL == N

%%%ﬂlﬂ%
%Hﬂﬁﬂ%b
o ]
|a20_:1=:om1_e.k|
oy Gopr HAT
AR rogiy
M55 - T s b
ToFlUo Xl I=E

=) https://wiki.wikisecurity.net

—

o
[}

P
e
=

Information Security Solution Provider

) https://rura.wikisecurity.net
WiKi Security Corporation

=
[

E-d
—. O
solutions

Information security

ALO]
» 35 H: https:/lyoutu.be/XrpjJBbNigc

= 0|0 ¥: info@wikisecurity.net

o
=

|

=

Copyrights 2023 WiKi Security Co., Ltd. All rights reserved.



m b
o
x

A
I
| >
of
12

Hu ol H1 >=

mp o> o on
NE 1% Jhurr

w0l 2ol HEX|ADN FHL 1Y 528 QALITH TAH: HE Lot Chyst 2|9
S200| T2t B0l OjsHet CHAZIO| PHS 22 AMHESS HQotn USLITH TARS 74
(o]

Y MH| A= FEEQHEIO[ZALO|Z | 2= EHA 2

2E NS YU

PDCA(Plan-Do-Check-Act) & 2t A1 0ff 7| =5} 0f A{H|

I 10
H
rir
flm|
Qo
[0
=2
>
0
_|
A
rir
>

- O
Qot3 USLICh E3H 2|0

=
=S AMESHL eH, MZ2

o = =
O MH|A EXRS EXSHY| ol 100] 7LX| O 9| X}l AM g bt
N E s 23t 2ot MER HHEESS X[SHHOZ ISt QJ&L|Ch
SAL HEEOF AME O] =0 MH[AE CHSIH ZELICH
- HEHONMEF 2 HME MH[A
- ISO/IEC 27001 915 5! ZtAt AL E MH|A
- 2olgiY NG MEHAE MH|A
- HOFFOFE TICH MH|A

—
- OfZ2|H 0™ 2AAE F|OFHY TICH MH|A
- QEAA BIO|MA QI HOF F Ok MA
- 9 nO| £ @ FAREOf BHE CHASH AH|A

2Ol ALO|H HOots RsiM= SRt AfngtAlar MEkZ O[didt= A0| HMYL|CH A=
CHA7ZIO| SR3 A S HIYHCZE AKX IjHI £E42 IS0 2 8X0|10 SntAQl Hot £2 M
o HMES LS LT AFOH Y0l X|SH o= Fateto) w2 2ot £F Mt M E X T2t of gL
Ct. X3 WiKi Security R&D AlE = MZ22 =T 1tx|of CHESH7| fI8f XX QI A7t 7L =S Sl
NES 2N 7|2 HE5t=0 MEst J}SLICH

FAS| HEECHEEM Y HE2 O3 25 L

- WIKIi-RAV (Attack Surface Management System)
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OS: Unix, Linux, Windows, AIX, HP-UX, Solaris, FreeBSD &

- Web/WAS Server: Apache, Tomcat, Nginx, IS, WebLogic, WebSphere, Lighttpd, Jigsaw &
- DBMS: Oracle, SQL Server, DB2, PostgreSQL, MariaDB, MySQL &

- Network Device: Switch, Router &

- Security System: Network Firewall, WAF, VPN &

- Others: Container (Docker), Kubernetes, TP-Monitor &
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WiKi-RAV (Attack Surface Management System)
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WiKi-ARMA (Web Application Firewall)
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WiKi-Bug@ndAll (Bug Bounty Platform)
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= KVE-2022-0695: Multiple vulnerabilities in SIHAS (Sihas) loT Web Server

= KVE-2022-0696: Reflected XSS vulnerabilities in SIHAS loT and Sixshop

= KVE-2022-0697: Stored XSS vulnerabilities in SIHAS IoT and Sixshop

= KVE-2022-0698: Authentication flaws and parameter tampering vulnerabilities in SIHAS loT

= KVE-2022-2187: Reflected XSS vulnerability on the imweb website

= KVE-2022-2188: Stored XSS vulnerability on the imweb website

= KVE-2021-2038: Parameter vulnerability in SONO Resort Hotel (SONO Hotel & Resort Mobile App)

= KVE-2021-1825: Parameter vulnerability in BMW (BMW Mobile App)

= KVE-2021-0153: Exposure of personal and internal information (AMANO Parking Management
System)
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KH 2. KOREA INTERNET & 5 GS Caltex

KISA % SECURITY AGENCY
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WiKi Security Corporation

Information Security Solution Provider

Contact Us

South Korea — Head Office

#1910, Ace Gasan Tower, 121, Digital-ro, Geumcheon-gu, Seoul
T) +82-2-322-4688 F) +82-2-322-4646

E) info@wikisecurity.net

WiKi Security India — Office

Lane No 5, Sushanti Vihar, Tankapani Road, Bhubaneswar, Odisha 751018
T) +91-99-3754-7700

E) india@wikisecurity.net

WiKi Security Rwanda - Office

2, KG28AV., Kimihurura, Gasabo, Kigali PO BOX 5561
T) +250-788- 557-782

P) Eng. Peterson T Mutabazi +250-738-528-594

E) africa@wikisecurity.net

2=
= o

mjo






