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- QEAA BIO|MA Gl HOF FOFM MA AMH[A

- 2 1ol EF @AY SaE CHAFSH MH|A

> @EHOEEM O HE

DA QI ALO|H EotZ QM= S AKX AtnetAlL ME2FZ 0[6fiSt= 40| M YLICH YAtE
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OS: Unix, Linux, Windows, AIX, HP-UX, Solaris, FreeBSD &

- Web/WAS Server: Apache, Tomcat, Nginx, IS, WebLogic, WebSphere, Lighttpd, Jigsaw &
- DBMS: Oracle, SQL Server, DB2, PostgreSQL, MariaDB, MySQL &

- Network Device: Switch, Router &

- Security System: Network Firewall, WAF, VPN &

- Others: Container (Docker), Kubernetes, TP-Monitor &
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WiKi-RAV (Attack Surface Management System)

A0l FHst HERAL} MHAE 2[5t CSIRT, ISP/IXP, SOC, NOC2t €2 X&
DRSO £0E2 |p C|HIO| AN EMSIE HOF FA™S MY HOZ oeste A2 X
LALICtH £ &£ 374 OtmtX| ¥ M| CtE 2Ot FAAFur 20| & Qs &2 0|X|&=
FAHO| LHX|= HL2, ST *A™O| OfH |p C|HO|AON Z=XHSID HOfLt AZEsh AEfOI
MESHA mtetsty S PHStE A2 5% €8 0 StLEJLICH £33 B7tsk= 22t
AAaE SF2 M2 A2E" Y, AF, HZO0| ST E oz TERHES =
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6071 O| 42| 7|9I= 7|8t HM 7|5 & CtYst 7|52 Sl ZAQ| Ot YXI7L £7 FH[Lt Cf
Oist M & &2 otst = =& XLt

- &2M AIRXLE: hitps:/lyoutu.be/MTuOaj8glaY
- 28 A|AHE: https://rav.wikisecurity.net

PHjo A e
lonmurerio >

0 O Otpm

—Irr——l—
oA > kIrlo

—_

e
2H

2

- AFEX}F O45 ! https:/imww.youtube.com/playlist?list=PLm3FFkiZ2YJ4iEBbCi-Xu7dHWgv10n6PE

» FQ7|s:
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E ot FAHD OSINT /™2 AE22 JdAH o2 HA LT
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- ™A Risk Scoring M Al:

Cvss(s& Fd = HA) 7122 I B+ A2ES HE510] AL&XI7t Large Scale
Network2| 20F F|fH & [ +=F & ohe0f T = A=F X J L.

- BAE ALBX S U ANA .
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- Large Scale Network2 =& 3t= CSIRT (Computer Security Incident Response Team)
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- FE2 HESA S0 oieh ISPIXP MH|AE MSote 7|l FE =Hot ME =X
- Smart City2t 20| Ct=2f 10T C|HIO|AE 2 HSt= NOC(HEHZ 2F HMH).

= XA

- SERE Ee 2= 0|A HEjol HEY MH|A M.

- FUE =78 TEH2=E & = U= Risk scoring System.

- ol @ FALGHO| HE AEY MH|A MSAAH”H 230 2ot 7|2 ns T2 03 X35,
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WiKi-ARMA (Web Application Firewall)

AOIH] &0| B7tst= AICHO| 7|2 ¥ OHEZAHO|MS 24Xl SHOZEEH BTt QI
M3 ™ol R2XE FolioF LICE 7|FEQ HEYI YH2 HEYI =F2 342 EX 5t
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- ¥2Z Q2sl= Dashboard:
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- 22X 91 Ruleset 22]:
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Fesatfer Tetay) | Clar Filter
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-
-

Top Threat IP Address

— ' Search function for attacks and
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WAF Dashboard
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Top Threat URL Path

Rule Management function for
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ERE AFINE (R&D) MH| =
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= KVE-2022-0695: Multiple vulnerabilities in SIHAS (Sihas) loT Web Server

= KVE-2022-0696: Reflected XSS vulnerabilities in SIHAS loT and Sixshop

= KVE-2022-0697: Stored XSS vulnerabilities in SIHAS IoT and Sixshop

= KVE-2022-0698: Authentication flaws and parameter tampering vulnerabilities in SIHAS loT

= KVE-2022-2187: Reflected XSS vulnerability on the imweb website

= KVE-2022-2188: Stored XSS vulnerability on the imweb website

= KVE-2021-2038: Parameter vulnerability in SONO Resort Hotel (SONO Hotel & Resort Mobile App)

= KVE-2021-1825: Parameter vulnerability in BMW (BMW Mobile App)

= KVE-2021-0153: Exposure of personal and internal information (AMANO Parking Management
System)
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Information Security Solution Provider

Contact Us

South Korea — Head Office

#1910, Ace Gasan Tower, 121, Digital-ro, Geumcheon-gu, Seoul
T) +82-2-322-4688 F) +82-2-322-4646

E) info@wikisecurity.net

WiKi Security India — Office

Lane No 5, Sushanti Vihar, Tankapani Road, Bhubaneswar, Odisha 751018
T) +91-99-3754-7700

E) india@wikisecurity.net

WiKi Security Rwanda - Office

2, KG28AV., Kimihurura, Gasabo, Kigali PO BOX 5561
T) +250-788- 557-782

P) Eng. Peterson T Mutabazi +250-738-528-594

E) africa@wikisecurity.net
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