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MH|AE M3 C}

22| HAEHEQ| 90% O| 40| CHat EE= CHSHRAO|A ICT £ EECHE MESt D F7IHFTEEA|A
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OS: Unix, Linux, Windows, AIX, HP-UX, Solaris, FreeBSD &

- Web/WAS Server: Apache, Tomcat, Nginx, IS, WebLogic, WebSphere, Lighttpd, Jigsaw &
- DBMS: Oracle, SQL Server, DB2, PostgreSQL, MariaDB, MySQL &

- Network Device: Switch, Router &

- Security System: Network Firewall, WAF, VPN &

- Others: Container (Docker), Kubernetes, TP-Monitor &
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|2 Apache®| Log4j FHAHCZ QlIst st msfle= ™ MA IT MEZIENH 522 FA2H,
Wo HEO QLEAA AZELQINE AESIHA 0|0 oESHE LEAA HAEHEE XNHEY|
ZE[StA Lt O|3i5HA| Rotd RUChE HE FHAIZSLI 0[of W2t 0= Ay YR= 2ZEY Y
HE Al 2ZEQ XA FMA(SBOM) ME2 o|Fststn, He| AH8El= QLEAA Y Q40
Cist MAXQ 22lE FF6t0 Al U 2 8LS7|HS 0| 9 R3stzi= FAM 0O ASL|CH
798 Y EE= I ZQ AZEQ0Q QEAA ZIO|MA AHE EF4 Ot YTl HOot
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- ARE MM et QEAA AFR TS J|HIOE AT EQ|0{0]| {3t SBOME SPDX, CycloneDX,
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- 7|Ci&E D}
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WiKi-RAV (Attack Surface Management System)

A0l FHRst HERAL MHAE 2[5t CSIRT, ISP/IXP, SOC, NOC2t €2 X&
DRSO £0E2 |p C|HIO| A0 EMSIE HOF FA™S MY HOZ oeste A2 & X
LALICtH 3| &£ 374 OtmtX| ¥ M| CtE 2Ot FAUAFur 20| & Qs e 0|X|&=
FAHO| LXK = HL, T *A™O| O |p C|HO|AON Z=XHSID AOfLt AZEsH AEfOI
MESHA mtetsty 32 HStE A2 5% €F 0 StLJLICH £33 B7tsk= 2at
AAaE SF2 M2 A2E" Y, AF, HZ0| ST E oz TRHES =
HOSHEXIO|A & 252 7H8A17|1 ASL

ot CHYst 3ol HOotEo| &dlste ZRIStE ICT UM QB 252 HE A2
SAX YYOIME O A 34 CHAYLICEH O|EA EE A2 FAYPES ZLHE
SAXZE k857 Mo MYl =XE Fote A2 ZE Q| HOQY s8] Kol BHE
HOF MEJIO|AH Aol AR ALICH WIK-RAVE HHEOMO HEEZ2HEH XA HOob F
CIO|EHH|O| A2 OSINT ¢/ CIOIHHO|AE &8l ST HE/I A2 XEHOE ATHS
6071 O| 42| 7|9= 7|8t HM 7|5 & CtYst 7|52 Sl ZAQ| HOotEYXI7t £7 FH[Lt Cf
Oist M2 &2 otst = A= & XLt

- &2M AIRXLE: hitps:/lyoutu.be/MTuOaj8glaY
- 28 A|AHE: https://rav.wikisecurity.net
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» FQ7|s:

- Large Scale NetworkOf|A] 29 F2H 5l QIES AA|ATH:
Ol 20 KXot A7ZH SE0[AETL N1 ZH0| 2E|SH= Large Scale Network2| 2= IP 2 K[ 0f| A
E ot FAHD OSINT Y2 IS 2 JAH o2 HAL LT

- XA Fokd 9 OSINT $IE HIO|E{H|o]AE DfY AG|O|E.
WIKi-RAVE 22{%l 20t F 2 (CVE) X OSINT 9/ HIO|E{H|0|AE Of Y AL|0|ESIO] X
YEE &8¢

- ™A Risk Scoring M Al:

Cvss(s& Fd = HA) 7122 I B+ A2ES HE510] AL&XI7t Large Scale
Network2| 20F F|fH & [ +=F & ohe0f T = A=F X J L.

- BAE ALRX S U ANA .
WIKI-RAVE 2 OIE{T|O|AS S3f o1 OiCINLE HZ0| 7H5SHX| B OTPE
OIFoz A0 LOIE AT HEE 4+ USLICH ALSK HE BB

U

=
[ d S A A
EI-”_I_I_‘:ﬁg A [=13 9)\_

O

Yot

= CHE D7:

- Large Scale Network2 =& 3t= CSIRT (Computer Security Incident Response Team)
- YRS HESA 9o ITME|AF MSdt= 7| soc(2 et 2F ME).

- FE2 HESA S0 oiet ISPIXP MH|AE MSote 7|l HE =Hot ME =X
- Smart City2t 20| Ct=2f 10T C|HIO|AE 2 HSt= NOC(HEHZ 2F HMH).

= XA

- SERE Ee 2= 0|A HEjol HEY MH|A M.

- FUE =78 TEH2=E & = U= Risk scoring System.

- ol @ FALGHO| HE AEY MH|A MSAAH”H 230 2ot 7|2 ns T2 03 X3,

Scanner
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LR IS O N A ) W

Scaraner...
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; : _ Scanner

Scan

Various Search Keyword G

Risk Scoring System
Scan

Indexing/Filtering Server M

Vulnerability OSINT Threat

DBs DBs Scan
Server
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WiKi-ARMA (Web Application Firewall)

AOIH I&0| B7tst= AICHO| 7|2 ¥ OHEZAHO|MS 24Xl SHOZEH BT Qs
HIHOl RAXE FoloF LICE 7|FEQ HEYI YH2 HEYI =F2 342 EX 5t
XtCHslE O sxobX| D, 20 EstE S40= Mo 2 oKX £ol= dR7F HEL o
o|lxfet S a3t AXE O|sfot WiKI-ARMAE & 34, ™M, Ol E2|AH 0| =& DoS 34 & Cist
od 25028 H Y MHAE EZS= O EH0 gojMd Agtg = g # ofZ2AH ol
HOHH(WAF) SEMALICEH 244 U ojMAL H Ecfuo st Z2XNQ B3 7|52 M3sh=
WiKi-ARMA WAF= IP XtEH HTTP 8lIE AAL URI 22Xt ZHEZ 9 2o &g Fostn
DLHESH OWASP &2 100 20t FHAMY 2 2HC2 18T 5= UEE K| AL CL
» FRS:
- ¥2Z Q2sl= Dashboard:
WIKi-ARMAE A2 107 3Z4XI9| IP 4, URL, OHIEQl Z42 FQ3t [O|EHE &g8&o=z
SI0] HAISHE AAX QI CHA|EEE NS SLICH QU= HEE oF 20 2 = A AHEXt=

[
b

Myt o7t 223 HolHE &84 EHHEL 2 &

>
I
o

£0

- 22X 91 Ruleset 22]:
Z2UU0| Tztst= A o Z2|AH 0| 342 E4E s Z235H7| 28 WiKi-ARMAE= Ruleset 22|
7ls2 S2UELICL o] &tX Ol QIHTHO|AE Solf AHE A= B XA| H XtEF Rulesetg =& |
Tt =8 = A0 FASHD MIH U= EotEfME MBS ELICH

« O 0

- SEE HEA

= REH:

- MNA Y OHELAHOIM FHAUF HAE: B
7|& WAF &2 M1t 22| WiKi-ARMA= WAF AX| Mo & O Z2|AH 0|M FA™ HAEE
TAHSHO] AL Of 242 BLICE o2t MAA ZX|E S WAFES HIZSH7| HOf CHed
O Z2|A 0| 0f LaqZl 2ot FFTO| el=X| &QISte] EOot & EfE 2ot 5= JUELILE

- A EMN TS

WiKi-ARMA= AN F g HAES Soff @2 H0|HE 283t0] WAF EM 22 HE3|0f 5t=
SO|d 2 MLt 2oz ol §E= Oy OS2 01M2] 7|5 S 22t FHprgol| XA
Eds| A HotE A Ues Folsta 3dtE Hl AASE UL

Logped e Admin Log
Last e SETE- T T TR

Fesatfer Tetay) | Clar Filter

Total Events. Total Attacker IPs

_Top Threat Event
————D E
—

- -

-
-

Top Threat IP Address

— ' Search function for attacks and
events detected by WAF

WAF Dashboard

141 Add Rule For Expart
Variables Please Select v m

Operator| Please Select v

Deserigton

Top Threat URL Path

Rule Management function for
WAF detection and blocking

[ 1o
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ERE AFINE (R&D) MH| =

WiKi-Bug@ndAll (Bug Bounty Platform)
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= KVE-2022-0695: Multiple vulnerabilities in SIHAS (Sihas) loT Web Server

= KVE-2022-0696: Reflected XSS vulnerabilities in SIHAS loT and Sixshop

= KVE-2022-0697: Stored XSS vulnerabilities in SIHAS IoT and Sixshop

= KVE-2022-0698: Authentication flaws and parameter tampering vulnerabilities in SIHAS loT

= KVE-2022-2187: Reflected XSS vulnerability on the imweb website

= KVE-2022-2188: Stored XSS vulnerability on the imweb website

= KVE-2021-2038: Parameter vulnerability in SONO Resort Hotel (SONO Hotel & Resort Mobile App)

= KVE-2021-1825: Parameter vulnerability in BMW (BMW Mobile App)

= KVE-2021-0153: Exposure of personal and internal information (AMANO Parking Management
System)
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WiKi Security Corporation

Information Security Solution Provider

Contact Us

South Korea — Head Office

#1910, Ace Gasan Tower, 121, Digital-ro, Geumcheon-gu, Seoul
T) +82-2-322-4688 F) +82-2-322-4646

E) info@wikisecurity.net

WiKi Security India — Office

Lane No 5, Sushanti Vihar, Tankapani Road, Bhubaneswar, Odisha 751018
T) +91-99-3754-7700

E) india@wikisecurity.net

WiKi Security Rwanda - Office

2, KG28AV., Kimihurura, Gasabo, Kigali PO BOX 5561
T) +250-788- 557-782

P) Eng. Peterson T Mutabazi +250-738-528-594

E) africa@wikisecurity.net
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