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1. OWASP Top 10 for LLM Applications

LLMO1: Prompt Injection
of HoHe mE3 Yo [iF 9o
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LLMOG6: Sensitive Information Disclosure
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=S Aot

LLMO2: Insecure Output Handling LLMO7: Insecure Plugin Design
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dHotds Ee ¥4 IoAdD 22 | 48&7] O /XD ¥F IEAHL
dae 2 =g = UALCh €2 Z2ME =g 5+ ACL

LLMO3: Training Data Poisoning LLMO8: Excessive Agency
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LLMO4: Model Denial of Service
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LLMO09: Overreliance
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LLMO5: Supply Chain Vulnerabilities LLM10: Model Theft
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2. LLM Application Data Flow
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Prevention and Mitigation Strategies
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Example Attack Scenarios

1. LLM7Z|2F ZE0 direct promptinjections & I$tCt O] QA MO "O|FQ| B E
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ANds 25 dojHetets XFar 74 ol ME2E =25t Tj7|X|
Forgar ol TES flet WAL Y|se =¥ HIe BME AEdts
M22 XHO0| =t RALE ol 4 AL Hd, FE AMx 2 Aok

gS2= O ZlCt.

2. SAXE LLMO| O AREAL X|HE FABIR LM £2{32s AREsHY
AMEXtel OlHEE MAMSH=S X|A[St= indirect prompt injections E H 0| X[ 0
YHYSC AFEAZE LLME ARESHY O] EEO|X|E 29fstH LM S2{12l0]
ALEALS| O|H @S APA|SHEt.

3. AMEXAtE LLME AESHO O AMEXF X|HE FASH izt 290 ==

URL01| Adel= O[OXE MYUSHEE EHO XASHs HAETJ EBHE

|I{|O|X| & K3ICL LLM E30| 0| EF5t22 ALEXIe| E2tX 7t H|S
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4. 2O|HOl AtEX}7L prompt injection0] EEEl O[HME ¢
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. ChatGPT Plugin Vulnerabilities - Chat with Code: Embrace The Red

. ChatGPT Cross Plugin Request Forgery and Prompt Injection: Embrace The Red
. Defending ChatGPT against Jailbreak Attack via Self-Reminder: Research Square
. Prompt Injection attack against LLM-integrated Applications: Arxiv White Paper
. Inject My PDF: Prompt Injection for your Resume: Kai Greshake

. ChatML for OpenAl API Calls: OpenAl Github

. Not what you've signed up for: Compromising Real-World LLM-Integrated

~N O U1 A W ND -

Applications with Indirect Prompt Injection: Arxiv White Paper

8. Threat Modeling LLM Applications: Al Village

9. Al Injections: Direct and Indirect Prompt Injections and Their Implications:
Embrace The Red

10. Reducing The Impact of Prompt Injection Attacks Through Design: Kudelski
Security

11. Universal and Transferable Attacks on Aligned Language Models: LLM-
Attacks.org

12. Indirect prompt injection: Kai Greshake
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Description
Insecure Output Handling F2UE2 LLMOIA H-dE Z20| CHE ALt A|AHO0
M7 ®o| s&3 4351 Ee27t =X @for 2dst= ZHME ook LLMOIA

=
g = A2LR 0l AEAOAH =7t 7[S0f
°

Insecure Output Handling2 LLMOA] HdE Z=3H0| CHE A|AEL=Z MEE|Z| T
Moj| 2l 28E CHREE B3, Overreliances LLM =29| Habgar MAEHof Chst

ok o|E0 T o Fyelet =M S HHECL

Insecure Output Handling F2f&0| d83Xoz otg25H & HIX oAM= XSS U
CSRFO| gt &= QUon, HMAlE AAHOAM= SSRF, ot o5, 24 IE A0

e OfSEZ|HO[MO] LLMO| XF ALEXLEL &2 Hots FOI5t0 At &SOILt
HH AL dAS SO ot B8R

® 0iZ2|#0[40] Indirect prompt injection SA0 Ff5t0f SHXIIH ALEXte)
g0 et =2 dets AMLAY = U= B

A
e EtA S22I0| YHS HESHA HSoHA| ¥2 8%

Common Examples of Vulnerability
1. LLM Z3O0| A|AH shellO|L} ‘exec, ‘eval’ 1t ZH2 =0 XF UHE[f A
IE HHS FEUS
2. LLMO| MM3%t JavaScriptLt MarkdownO| AFEXLO|A EtetzIC O ZEE
HEt2MOM SHAE|0] XSSE FETHCL
Prevention and Mitigation Strategies
1. EES CHE ArEXAIRL SYSHA FE5t0 Mz EZAE WA S ME=E

oti, REOA HAE Sz 2 SEO| Ciof HES YHATS HESCL

’

2. RotFQl " AT A FIE EFSH7| fIsh OWASP ASVS(OiEZ|#H ol
Hotg Qo MAZ|AE § HotAEL #HE[E /I BEEMA) X[EE mELL
3. JavaScript == MarkdownOf| 28 RX| Q= ZE HAS XS] ||
AFEXHO|A Htztzl= ZE =S QFLSICE OWASP ASVSE =3 Q30

=
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Example Attack Scenarios
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2. MEX= LLME 0[8%t HAOIE 8% =4S APROM 7|AHE ZHED
ROfotet. EAOIEN = LLMO|Al EAO|EL AREAS| Ciztz2FE R
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Reference Links

1. Arbitrary Code Execution: Snyk Security Blog

2. ChatGPT Plugin Exploit Explained: From Prompt Injection to Accessing Private
Data:Embrace The Red

3. New prompt injection attack on ChatGPT web version. Markdown images can
steal your chat data: System Weakness

4. Don't blindly trust LLM responses. Threats to chatbots: Embrace The Red

5. Threat Modeling LLM Applications: Al Village

6. OWASP ASVS - 5 Validation, Sanitization and Encoding: OWASP AASVS
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LLMO3. Training Data Poisoning (&5 O|O|E|{ ZEO|=Y)
Description

MiEd F28e ARHE2 &3 o8, = "Raw Text'O|Ct. ZEO| =25H(0:

- | |
Aoi™ s=, MA XAH)ES 7HX2{H, O HAEE= ZAHLst =OiQ, FE, AE
ZSOF SHCH LLME %EJHIOIEMIH st&ot IEHE 7|Htoz2 =33 Mdsty| sl
M= MZAT(DNN)S AMRSHCE

Training Data Poisoning2 Pre-Training Data = Fine-Tuning(OIM =7
Embedding2’d0AM AtEE|= HIO|HE ZRESHY FAH (7| A/stAL W2
S (o]

e
234
34 WEE RS W) #To Ti BUMS =Yt %2 oujdich o33
R Dol wel wgH %S SN SNE £MAY 4 A0 35 Ews
MBAOIA RFEAL S5, CHEASY Ameslol o4 U BE sy ue
CHE S mElE 4 QUCh AFBXISOl 2R b Al ;S MG YHEtE,
DY 7St Y HHC IO Cj3 HHHQ A4 So| AW ofHS| Hot Uct

°
>
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o i A
>
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21| 0| E{(Pre-training data): Z &S £7% Z0|L}t HO|HAE 7|Eto
= 282 2lo|tot.

H1J

Hot

e 1ol R'J(Fine-tuning): O|0| ZHE REZ MFSHAH MEE HOHAES Sl
o &2 FAHL O fHXE 820 &AH 2F5e AS 2|03t

o QH|Y IZZMA(Embedding Process): HFd LHOIHFZ HAE)E A
RES =SSN ARBY = Us FXFH HILE HISE ZENAE
o|ofgtct, AHIY ZEMAE HAE HO|HQ| CHOjLL FES AL HE J7H9
HEZ ®BIS:= AS ZYoith O HHe iz HAE HO[EO| Cis)
SHE MZAZ0| HAE HOEHE YHSI0o M EICE

Data Poisoning2 Training DataS ZXA5t0f ZEHO| M 0|5sH
FAad 34c= ZtFEC oo mef, F HojH AxEsE O 22 9
Ol = HZEX7t E1|0|E1E Hojgt = giAL O &0 HEL|

JEL FHES W8S ETH| Heltts &2 &2 HEE 7HAX &

0

I.
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Common Examples of Vulnerability
1. ofelHel Hojg FY

| Mol AR E= BEE

(¢}
u

H
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E71 2E9| Pre-training Data, Fine-tuning Data,
Embedding= EH%;_E SESALE AoHel ZME QEXHC=E

SiCH O] & =0, Split-View Data Poisoningdt Frontrunning Poisoning &2
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Reference Links

1. Stanford Research Paper:CS324: Stanford Research

2. How data poisoning attacks corrupt machine learning models: CSO Online
3. MITRE ATLAS (framework) Tay Poisoning: MITRE ATLAS

4. PoisonGPT: How we hid a lobotomized LLM on Hugging Face to spread fake
news: Mithril Security

5. Inject My PDF: Prompt Injection for your Resume: Kai Greshake

6. Backdoor Attacks on Language Models: Towards Data Science

7. Poisoning Language Models During Instruction: Arxiv White Paper

8. FedMLSecurity:arXiv:2306.04959: Arxiv White Paper

9. The poisoning of ChatGPT: Software Crisis Blog

10. Poisoning Web-Scale Training Datasets - Nicholas Carlini | Stanford MLSys
#75:YouTube Video

11. OWASP CycloneDX v1.5: OWASP CycloneDX
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LLMO04. Model Denial of Service (2& A{H|A HE)

Description
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A8, AFEAL fEe| Ol E7tsd, d2[1 O] Fef™o et ZiAt=2el eyl oy
2xoz o FH O MK UCE LLMOAM HEAE FHE2 Yau £3g 25
Zefoto] REO| HE[Y = A= X HAE ZO|E LIEHHLE Ol ZHO| oo =
A OmiEHSl ST FOT Azt M2l + A= HAEQ AV|E BFSs
LLme| St Sdoltt. HEAE Fof IY|= 2™ Or7[HXMo| mat Fo|x|H
DOt CHE 4 U

Common Examples of Vulnerability

1. LangChainO|Lt AutoGPTRt Z2 ETFE A& JOIM il ZHYS
dd5ts HACR HEXOl 2|AA AL

2. HIEYHQ HXYO|L =ME A
HeE 2

3. Continuous input overflow: SZAA7f LLMO| ZHEIAE FZ Xifst= YF
AEEZ HIjM Z->O| Wteot AFE 2AAE AH|ISHA Bhr)

4. Repetitive long inputs: S4Ats ZHHEAE FE XAStsE 70 YHE LLMO|

drExoZ B}

o

5. Recursive context expansion:
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T4510] LLMO| WHEXoE HHAE HS Bl
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TdE 7tEZ0] YHE HE¥ez EU LLMES HESHAIZICE O 7
20| S Mgte IFoM Y + Us HEsdsS 8ot
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rlo
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Prevention and Mitigation Strategies
1. €38 HE A "ok MEA YHO| Yol HotE FHStn oY FHZEES

TR 2YSIEE Q2 285 AM A
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SHCE Ol2fst YdzZ4=2 Qldl LM 2lAA0 ntEst 237t EHdstiol
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HWHoz ds M7t 2dstn YLHY ¥ St 582 Wiig +
UL

7. Dos &2 gitHoz AAH ZaAFE YEot= AS SHE SHA[T AP
Mot 22 A" SEol O HHES A8 =& ALk E S0, z2
Sourcegraph EQAILOIME ofo|XQl HRXF REE 2| AMx EES
AH85H0l APl SEFotE HEATCEZM HIZYHLZ B2 2¥0| YO

ME| A7) SEEUC,

Reference Links

1. LangChain max iterations: hwchase17 on Twitter

2. Sponge Examples: Energy-Latency Attacks on Neural Networks: Arxiv White
Paper

3. OWASP DOS Attack: OWASP

4. Learning From Machines: Know Thy Context: Luke Bechtel

5. Sourcegraph Security Incident on API Limits Manipulation and DoS Attack :

Sourcegraph
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LLMO5. Supply Chain Vulnerabilities (2% F27H)

Description
LLMe| Sed2 =8 OO, Milald RE HiZ Z3EFe FAYS flgdd = Us
FHEES 7RI QAL ol2fsh FAF2 HErE Znt 5

AIj2 0j0j™ 4 9UCf HEHOZ oY

OIX|Ee 2, LM E2{39 &2 KA FHA™ES 7IM2 5= Uk olzst W&
LLM E2{3Q ZdE CHRED EfA E2{002 FI7tsted f8% BEE M35t
LLMO7 - Insecure Plugin Design0fl A2 |0 QUC}.

Common Examples of Vulnerability
1. Qe HLE AFE =EHE 2 QAE mIEkst 7
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_I"ll
>
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N
A
ks

52
|_o
ox
o

2. TRIFIO| Fofoh AME 2HE ZEES Af%&% 8%
3. 2H0| 2YE AZRE AYE HIOIHE A8%t= 8%
4. O

o4 QXITA EX e T4 B2 A8 FH 2YZ ALGSH0] HOt 0|4 E

UYATIE B2
5. DE 2YRol 2RI 0|8%T U GOE ol HE = HMos ol
ofZa|AolMol BIY CIOIE7H BY EEO| AFEOl BIYY HE =Y 4
ANTF KEHO| Y& MBS ABOLO YT = Ut

oHols ZeE 4+ At

1. Alg|g & 9=

2 JjoIHE ESHAMS E%*a@ ooy iQf Foa=R HlE XS HEDL.

P SEHC=Z HAREE ot 22 22X A0 F{5te

ol HE=z F™Mut LX|St== HFLCH ZF, Aol HOo[H7t 5o ZH

=0 AEEX| U=X| =elstn ZE o7<|E-|- I—'Fﬂleoﬂ}ll MEdE s
A=zE A= Ao .

2. HEO| Z2 E2OQITH ARG iF %Eﬁl?lol OH%EIﬂlolﬁ 27 Ao
XA HXEER =l
AMELE QI5H fIE 2t2tst7| fId HIAESHOF St= LLM-aspects of Insecure
Plugin C|X}QI0]| Chot HEES XSSt

3. OWASP Top 102| A06:2021 - Vulnerable and Outdated Component®| Al X|A|St
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Reference Links

1. ChatGPT Data Breach Confirmed as Security Firm Warns of Vulnerable
Component Exploitation: Security Week

2. Plugin review process: OpenAl

3. Compromised PyTorch-nightly dependency chain: PyTorch

4. PoisonGPT: How we hid a lobotomized LLMs on Hugging Face to spread fake
news: Mithril Security

5. Army looking at the possibility of 'Al BOMs: Defense Scoop

6. Failure Modes in Machine Learning: Microsoft

7. ML Supply Chain Compromise: MITRE

8. Transferability in Machine Learning: from Phenomena to Black-Box Attacks
using Adversarial Samples: Cornell University

9. BadNets: Identifying Vulnerabilities in the Machine Learning Model Supply
Chain:Cornell University

10. VirusTotal Poisoning: MITRE



@ OWASP  OWASP Top 10 for LLM Applications v1.1

Description
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Reference Links

1. Al data leak crisis: New tool prevents company secrets from being fed to
ChatGPT:Fox Business

2. Lessons learned from ChatGPT's Samsung leak: Cybernews

3. Cohere - Terms Of Use: Cohere

4. A threat modeling example: Al Village

5. OWASP Al Security and Privacy Guide: OWASP Al Security & Privacy Guide
6. Ensuring the Security of Large Language Models: Experts Exchange
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F7tetct. 0|2 QI8 SAXIE sQL 542 8 + ACH
a1
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U2 REA AL ot AN~

5. Z4Xt= Indirect prompt injectiong AtE3H0] ¢
Mol 7|50l QP& CHHNSIK] Y2 IE 2| EZHOQS ABYCEN MNELA
A2FHES O[St MEA0A ALEALE L

Reference Links

1. OpenAl ChatGPT Plugins: ChatGPT Developer's Guide

2. OpenAl ChatGPT Plugins - Plugin Flow: OpenAl Documentation

3. OpenAl ChatGPT Plugins - Authentication: OpenAl Documentation

4. OpenAl Semantic Search Plugin Sample: OpenAl Github

5. Plugin Vulnerabilities: Visit a Website and Have Your Source Code Stolen:
Embrace The Red

6. ChatGPT Plugin Exploit Explained: From Prompt Injection to Accessing Private
Data Embrace The Red

7. OWASP ASVS - 5 Validation, Sanitization and Encoding: OWASP AASVS
8. OWASP ASVS 4.1 General Access Control Design: OWASP AASVS

9. OWASP Top 10 API Security Risks - 2023: OWASP
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Che S42 Otest S UXg = X8 st s =F2 Hote = UCL
1. LLM EOQ/=7 59 AlABCQ IS 7|85t ZLHYSHO
FRFRISER] @f2 ZrQio] dst= XE AlEstn o map 8ot
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Example Attack Scenarios
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Reference Links

1. Embrace the Red: Confused Deputy Problem: Embrace The Red
2. NeMo-Guardrails: Interface guidelines: NVIDIA Github

3. LangChain: Human-approval for tools: Langchain Documentation
4. Simon Willison: Dual LLM Pattern: Simon Willison
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Reference Links

1. Understanding LLMs Hallucinations: Medium

2. How Should Companies Communicate the Risks of Large Language Models to

Users?:Tech Policy Press

3. A news site used Al to write articles. It was a journalistic disaster: The

Washington Post
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4. Al Hallucinations: Package Risk: Vulcan

5. How to Reduce the Hallucinations from Large Language Models: The New
Stack

6. Practical Steps to Reduce Hallucination: Designing With Machine Learning
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Reference Links

1. Meta's powerful Al language model has leaked online: The Verge

2. Runaway LIaMA | How Meta's LlaMA NLP model leaked: DeepLearning.ai
3. AML.TAO000 ML Model Access: MITRE ATLAS

4. 1 Know What You See: Cornell University

5. D-DAE: Defense-Penetrating Model Extraction Attacks: IEEE

6. A Comprehensive Defense Framework Against Model Extraction Attacks: IEEE
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7. Alpaca: A Strong, Replicable Instruction-Following Model: Stanford University
8. How Watermarking Can Help Mitigate The Potential Risks Of LLMs?: KD
Nuggets
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