Our main goal is

to eliminate the blind spot of information
security by sharing information security
around the world
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HISTORY

[ 2016 ~ 2017 ] » |P: Method for Analyzing Network Attack Situation
>'nd Growth = MOU: GBT International(Hong Kong), MIN BYEONGCHEL Law Firm Inc., GloDers
natro College (Philippine)
» Vectra Networks Biz. Partnership, Amazon AWS APN
» Domestic: KB Kookmin Bank, Daegu Bank, Pusan Bank, SK OneStore, and so on
» Overseas : Kosovo Security Consulting, Philippine(NTC) PMC project
[ 2014 ~ 2015 ] » |P: Apparatus for the efficient remote security threat diagnosis and its method
1'st Growth » Domestic: KB Kookmin Bank, LG Electronics, KT, Samsung card, GS Caltex,

Constitutional court of Korea, Ulsan Port Authority, and so on
» Overseas: Moldova(MTIC) National Security Strategy Consulting

» Technical Appraisal Assurance Corporation(KIBO)

2012 ~ 201
[20 0131 » Domestic: Shinhan Financial 8 Affiliate, Samsung electronics, KB Kookmin
Start-up Bank, KISIA, LINA Insurance, GS Caltex, BC Card, and so on

= Overseas: Myanmar (MCPT) National Security Strategy Consulting

[ 2010 ~ 2011 ] » WiKi Security Affiliated R&D Institute Certification(KOITA)
* Domestic: SK Telecom, Seoul Univ., Supreme Court, Supreme Public
Seed Prosecutor’s Office, LG Innotek, Nonghyup, and so on.
= Qverseas : Ecuador(MINTEL), Colombia(MITC), Rwanda(Presidential Palace)
National Security Strategy Consulting
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ORGANIZATION

CEO |
Security Consulting & Global Biz. Dept.

@ Headquarter

Security Product & Sl Biz Dept., R&D Center

Soongsil Univ.,
NIPA KT, MCSE, ISO27001,
CISSP

Chonnam National Univ.(Master),

Dongguk Univ.,

Chonnam Univ,, Daegu/Busan Bank etc..

KAIST, SERI,
Inzen,HakersLab Kwandong Univ. (Business
SK-Infosec administration), CPPG

KB KookminBank, KT etc..

Inha University, Information

NUM(B.S)

KISA-KSield(1st) KB KookminBank,

Security(M.E), IT, S/W Engineering,

Soongsil Univ.,
POSCO ICT,
KMR
ISO27001
/22301/14001

Soonchunhyang Univ.(B.S),
LG Innotek, Postech,
LH Public crop.

Eulji Univ.(B.S),
KISTEP, SK One
store, Constitutional
Court etc..

Seokyeong Univ.(B.S),
KB KookminBank,
KISTEP, Shinhan Bank, etc

-
2.

@
dih

Shin Ansan Univ.(A.S),
DataProcessingEngineer

KISTEP, KB KookminBank,
SK One Store etc..

Suwon Univ.(B.S),

Korea Post Information
Center, Yellow Balloon,
Daerlm, etc

Incheon Univ.(B.S),

Schedule Prog.(Tizen),
Game(Direct2D), etc

— [ Global Biz. Cooperation ] =

= GBT International (HongKong) .
= GloDers College (Philippines)
= Vectra Networks (USA)

= Amazon AWS APN -

For Legal Advice,
Min Byeongcheol Law Firm

For Education Biz,

Institute of Information and
Communication Service
(incorporated association)

—[ Special Field Cooperation] —

— [ Domestic Biz. Cooperation] —

= OpenBase Corp.(HP Solution)
» SK infosec, Ahnlab, Seedgen etc..

= Kookmin Data System, IBKsystem,
Shinhan Data System, Btrust,
KISEC, CodeWise, InteliCode
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CERTIFICATION

= Technical Appraisal Assurance
Corporation(KIBO)

» WiKi Security Affiliated R&D
Institute Certification(KOITA)

= [nvention Patent(Korean IP Office)
- Apparatus for the efficient remote security
threat diagnosis and its method(No: 10-
1259897)
- Method for Analyzing Network Attack
Situation (No: 10-0628296)

Copyrights 2017 WIKI Security Co., Ltd. All rights reserved.
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BUSINESS AREA

Domestic
Information Security
Consulting Business

Overseas
Information Security
Business

Security Solution
& System Integration
Business

Copyrights 2017 WIKI Security Co., Ltd. All rights reserved.

Technical Security Assessment (Penetration Testing, Security Vulnerability
assessment)

Relevant laws/regulations in the public, financial, and private sectors
Consulting

Domestic and International Certification Consulting (1ISO27001, BS10012,
ISMS, PIMS, GDPR, PCI-DSS and so on)

Related Legal Advice Consulting(Legal Advice)

National Cyber Security Strategy Consulting (developing countries)
(Major: Philippine, Moldova, Laos, Mongolia, Kyrgyzstan etc..)

Assessment & Planning, Design & Implementation, Development of Security
Products

Security System Development based on Open source
Korean government assistance Program and R&D

Product design & implement information security / personal data
protection

Development of information security / personal protection system

Machine learning Internal threat detection solution construction(Vectra) and
interlocking construction

Amazon AWS Cloud Migration and Consulting (AWS APN)
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BUSINESS ACHIEVEMENT

Business Achievement by Industries('11~'17.03) (*) 2017.03 Current

50%
45%
40% 38%(70)
35%
30%

26%(49)
25%
20%
15%

11%(29)
10% 9%(17)
5% 1%(0) 3%(6) 3%(5) 1%(2) I 16 4%(7)
0 0 0

o — ] ] o — L]

Public/ Financail Group Game Education Flight/Medical Construction Manufacturer Travel Developing

Administartion Company Company Company Treatment Company Agency Country

[Public Sector]  Supreme Public Prosecutors’ Office, Ministry of Public Administration and Security, Ministry of

Environment, Korea Power Exchange, Incheon Port Authority, Incheon International Airport
Corp., SH Public Corp. etc..

[Financial Sector] KB Kookmin Bank, National Agricultural Cooperative Federation, Shinhan financial group, Lina
Life, PCA Life, Samsung card, Hyundai card etc..

[Manufacturing, etc] Samsung Electronics, GS Caltex, LG Electronics, Hyundai Glovis, Daekyo CNS, STX, Yonsei Health
System, Seoul Univ. etc..
[Developing Countries] Colombia(MTC), Ecuador(MINTEL), Myanmar(MCPT), Rwanda, Moldova(MITC),

Philippine(NTC), Costa Rica(Ministry of Finance)

Major
Clients
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PROJECT ACHIEVEMENT

[ Major Project ]
= Latin America

- Republic of Colombia, MINTIC
- Republic of Ecuador, MINTEL

» European Union
- Republic of Moldova, MTIC
- Republic of Kosovo, TAK

Ayt ALY S Southeast Asian and etc
e &7 ¥ N/ P, - Republic of the Philippines, NTC

] ) oy - Republic of the Union of Myanmar
- Rwanda, Palace of the President

|
¢
~
o
[ |

Domestic(Korea) Biz.

- Financial: KB Kookmin, Shinhan Bank ...
- Public: KISA, KISTEP, KISDI, Koreapost ...
- Telco&etc: KT, SKT, LG, GS. Daewoo ...

[ Major Service ]

= PLANNING = |[IMPLEMENTATION = OPERATION AND ASSESSMENT
- Planning of Cybersecurity Strategy - Designing and Budgeting - Penetration Test
- Designing of Cybersecurity and - ISMS and Security System - Vulnerability Assessment
ISMS (Governance, CIIP, PKI, CSIRT, Implementation (Governance, - Cybersecurity Exercise
Risk management, R&D and etc) ClIP, PKI, CSIRT, Risk - Performance Evaluation and etc

management, R&D and etc)
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PROJECT ACHIEVEMENT (Overseas)

Country/Institution Project Name Overview Year
Costa Rica/MF 2017 GCCD Security Consulting for ClII Vulnerability diagnosis and
o . . . . 2017
(The Ministry of Finance) Developing Country security consulting
Developed information
KISA . . .
. 2016 Convergence Security manpower security education module and
(Korea Internet and Security s . . : 2016
training education project textbook for developing
Agency)
country
. Phl||pp|ne/NTC' . Philippines Radio Spectrum Management Radio wave management
(National Telecommunications . 2016
o System PMC system construction PMC
Commission)
!\/I(_)Idova/MTIC . Information Security Policy Consultation Establish national information
(The Ministry of Information . ) ) 2015
o in the Republic of Moldova security strategy
Technology and Communication)
I\/I)_/ap mar/MCPT Consultation on Information Protection Establish national information
(The Ministry of Post and L : ) 2011
L Policy in the Union of Myanmar security strategy
Telecommunication)
- Ecuador/MINTE_L Consultation on Information Protection Establish national information
(Ministry of Information and Policy in Ecuador security strate 2010
Social Affairs) y y 9y
Rwanda/Office of President Rwanda ICT Security Master & Action Establish national information 2010
(Palace of the President) planning security strategy
Colombia/Ministry of Consultation on Information Security and  Establish national information 2009

Communications

Cyber Terrorism Protection

security strategy

(*) For details, please refer to the page : http://wikisecurity.net/wiki_security_corp:reference
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PROJECT ACHIEVEMENT (Domestic)

Business Themes

Clients, Project Name

Information Security
Strategy Consulting

Korea Post Information Center(National cyber security center), Ministry of
Environment(Total Security Strategy), KISTEP(Total Security Master Plan), Korea
Institute of Industrial Technology(Information Strategy ISP), Korea Sports Promotion
Foundation(ISP) etc..

Electronic Financial
Service
Security Consulting

KB Kookmin Bank(StarBank,Liiv Account consolidation, Liiv Tong, Star alert, CamPad
etc.), Busanbank /Daegubank(Non-facing), KB Credit Information, KB Life,
Kangwonland, SKT Tmap, Hanwha Generalins etc..

Regular security
vulnerability assessment,
support measures

Samsung card(Web, Mobile), Hyundai card(yearly), Infobank(Web, Mobile), Shinhan
invest(yearly), Korea Red Cross(Web, Mobile), Miraeasset, Shinbundang,
Hanasaving Bank, PCA Life etc..

ISO27001, BS10012
K-ISMS, PIMS, GDPR,
PCI-DSS Certification

KT(ISMS), DaewooENC(ISO), 8 subsidiary of Shinhan financial group(ISO,BS),
KT(Nationwide Branches), Doosan group(All subsidiary), Seoul medical laboratory,
SK One Store(ISMS), NHN subsidiary(ISO), Daesang group etc..

Penetration Testing
by Scenario

Nanumlotto(POS), Incheon International Airport Corp.(ARTS, FIMS), Lina
Life(Web,Internal), LG Electronics(AD, VPN, Web), Samsung Electronics(Mobile),
GS Caltex(Web, Mobile), BC card etc..

Information security
business by other issues

GS Caltex(Process control system, NIST base), LH Public Corp.(U Eco-City Security
threats and Measures), National Information Society Agency(Public institution VolP
Diagnosis), Korea Power Exchange(SCADA) etc..

(*) For details, please refer to the page : http://wikisecurity.net/wiki_security_corp:reference
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STRONG POINTS

/'

Experience in Domestic Experience in Overseas

Information Security Project N\ Information Security Project
Know-how of information security » Establishing national information security
business(about 200 project) strategy tailored to developing countries
Experience in information security project in Consulting know-how(by continent)
various industries(Financial, public, Major group » Know-how to secure funds for implementing
affiliates, game companies, manufacturers, etc.. information security implementation in
All-round business experience and know- developing countries
how(Security consulting > Design > Build > » Design & Development of security system
Maintenance) suitable for developing country env.

A

Secure a variety of Information Security Business Networks

\_

Domestic Business Network Global Business Network
= Securing cooperation system of information = MOU with GBT international (Hong Kong)
security business in middle and large scale SI * Strategic Hub: Mongolia, Kyrgyzstan,
companies(SKC&C, LG CNS, SDS, KB Data Philippines, Laos
system, etc.) = NIA Global Consultant Network(30 Countries,
= Alliance with major professional companies 200 Dispatch Senior Consultant Network)
(Ahnlab, SK infosec, A3 security, etc..) = Expanding ongoing business network with
* MOU with Law Firm Inc. existing counterparts in developing countries

J
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End of Document

#601, Ace Techno Tower 10'th, Gasan-dong, Geumcheon-gu, Seoul, Korea
TEL : 02-322-4688 | Fax : 02-322-4646 | E-mail : info@wikisecurity.net




