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LR SHASS {2 EX|5tn RLIEHES

AfOIH &A1 & THA

St= |:|-7:||
Hto{C} =0 L _E_kl al X X| ct
* Firewall & UTM * SIEM
. Web. & Email Gateway, %= Mo H|'0-| Mg o8t * NBA(Network Behavior Analysis)
Proxies o * Networks Forensic, Netflows
« IDS/IPS, URL Filterin - AlOIt & A SLA|S)
1P, . 9_ - AlA|ZF BL|E{3 Eo| HiotS * Log Management
* Anti-Malware, Anti-Virus v
et ERH2?

Y Zojof cist ol At 0|l AtO|H S 4 Qx|
= 0f2] 7}X| HOIAARME 23D QIX|T,
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Time from Earliest Evidence of Compromise
to Discovery of Compromise

A
205 Q

median number of days that threat
groups were present on a victim's
network before detection

4 24 days less than 2013

Longest Presence: 2,982 days

() &X: 2015, www.mandiant.com
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0= CHY FEQU0LE TargetA}
POS 7IEZMHEE SE|Z(>1YHT H)=
Ok

SHSE Ho|EFEMX 2 57HE 7 S oI H

Target publicly announces 40
million credit and debit card
records stolen after story

Symantec software identifies

L DO notifies Target

malicious activity
e —————————eitei] broken on 12/18
[ Target certified as | First .Fi;kfw 3 More FireEye Target confirms a i
PCI-DSS compliant alerts triggered alerts triggered —_— further 70 million
- i . Target confirms breach data records stolen
- removes most malware .
Target Timeline I
(12/12) (12/19)  (1/10/14)
(9/2013) (11/30) (12/2) (12/15)
(11/12) (11/15-28)
' 1 Attacker Timeline
Attackers first
breach Target

network

POS malvsare fully Alt.nclms lose foothold
installed in Target network

Attackers install upgraded
versions of exfiltration malware

- begin exfiltrating dats Attacker Timeline:
2013.09~2014.01

Attackers steal Fazio
credentials

Attackers test malware
| on Target POS

| Attackers install data
| exfiltration malware

(*) £X5: 2014, USA Committee on Commerce, Science, and Transportation
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of 25t A ML M
+H 2 Raw Event, $49 2 0HgH| Event 71900] HE S 0 AbX| (2015, Oj2f5)

waleza || wwsigza | | IDS/APSEI = 7|Qo| MEES 0fAS ‘141 CfH| 18.6%
S OLY, MB(G12%) > AHIA(377%)

Anti-HIO|H{A 21 i Anti-SPAMZ 1 + VPNZ1 > Ol Z4H[(11.2%) =
MR 5 (5] @ * - ZOHG|X| O MBS 012 olAH| EX}

SH|xpcrE =
L

. 8‘ DLP 21

s
ME| =T,

- 5 Ob |
Correlated Event

2 Ho

T =

Raw Event
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[ Vectra®| ML, DS Algorithm ] SAIA MOl SA StE IEIS

= Global Supervised Learning
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Ly o

» Vectra Threat Labs(Data Scientists, Cyber
Security Experts group)2| & n2|&3}

= 0f)) Random forest Algorithm £ » Integrated Intelligence

. xI-A|7|-o| 7HA|. o:|I|-o|-$9_|
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Vectra®| X|&£H J|Astg G | o Local Unsupervised Learning
JHuzHS SER Eiels « 7|90 LIE D= Ipo| Q|2 BhA gl 2
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3 | No Signature, No Rule, No Configuration

Vectra= Machine Learningdt Data Science &1 2|S & 7|8t0 2 TZHAF HEQKIAE EA|ZE Profilingstof
e BEX|2EM, SignaturetlE= Rule0f| 2[E3H= 7|E Cyber attack EHX| %“i!el otAE ==510
N Z4ALO| Cyber AttackS 2 H=5HA BHX[SHY ELEHEEEE Mg

[ VectraQ] 7{'d O}7|EIA ]

Vectra SensorO| A =%l =l Packet2 Vectra Brain0f| M, 7|7t Profiling

510§ VectraQ| EHX| 21 2|E0| 2|8l Cyber Attacks A2 2 EHX|
Vectra Sensor Vectra Brain . ﬂ%— '3‘7—:'.7| ﬂ%
xt717F opes
(B!i:tg Global Learning Integrated Intelligence =2 EI EI -I?:l 3= @g!- °|'7'|| |E:I'x|
L = —_— = =
N/W s o Global Data Profiling (ql Duqu 205
Device - _g_g Set of Threats || c Attack progression (6~97 & 7hH u E|-9| gOI Il'jllxlf_l-ﬁ
Packet 5% 25 a1 740] X EtsE EF
Capture U%B Threat]&%search é@ = No Filters |. I |_I xl_ ﬂlxl
s s . . E M o
S Asﬁeﬁsgggﬁext = No Configurations - bs i_!___ Fiot le- *o-l .
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[ Vectra| Tracking the attack progression over time ]

VectraO| Al EFX| =l O] SAEE QEH A —'—71A|E External Remote

Last Seen IP: fuiuinifnit
Jun 1st 2015, 08:44

Detections on this Host

Tags Category Type

Threat Certainty
Peer-To-Peer

e

@ @

" [ B3 Internal Darknet Scan ]—
[ External Remote Access ® ® L

AE+= 5/2058E 277}K| Port Scan& 40|

VectraOf|A| EtX|El O] SAEE=
Access)@t L§ & A7H(Internal Darknet Scan) 9! Peer- to peer & 5 AqALD, oA 2R HTTPS A MalwareFH|O| E 7} 6 &5 7HX|
Cyber AttackO| CHA RS 2 O QU= o| 12 2olg = AS 0| Wgtﬂ oAM= W2

ZEAINY 1740| O|fX|1 US
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3
Vectras Braind &S St= X-SeriesE Core Switch0| @ Z23t10 2 Workgroup Switch0f S-Series 2|
SensorE Packet Mirroring@ £ AX|50f, THA7|Hy #0t ofL|2t 24, I F AL, Cloud Networkd &

CtFoh 2HZ0ff Ci5HO] Cyber Attack® 8-S MA|ZHC 2 BLIEE & 4 U

[ 7IZE&E0| FHstn ZHETE Vectra?l AX| 17 ]

< Vectra Model >

\ = X-Series, S-Series
= Virtual Sensor Vectral| X-Series,
[ =] . . . e
Vectra = Brain/Sensor/Mixed S-Series®| S At
Mode AT YT} ZHHS

S Series
d I
< Vectra Model > X2 HAIZF 2LEHE

Packet Mirroring
>1%9| T2 A CHl

Real-time detection » 2N YIS

/

LI Lell 0%,
3 B [ =3 o o
oS = \ G < Vectra Target > = Cloud Network®
- w5 | S “""_'. e . EE IP Devices

l . Data Certer e = 3= Protocols

— —— = [oT Device
— L = Cloud Computing
Vectra X-Series Network
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A~ (@) = L
7| 7|E EQHA| AR Ao] Rt AEI|S
Vectra= SIEM, Sandboxing YE[Q| APT, IPS St &2 7|& EHOAAHSE [fNS}7| ECt=s S22 EH|
af doeet e = e HeAA'ECO 24, Big Data, R E F4, HAIL AN 59| EotV|=
S0 mh2f B 2Ot A| AN RI|H 2 ASSI0 25 S HdY = A et ds’=2 Hae

[ RESTFUL API 7|8t9| A E ]

[ SyslogE 0|25t HE ]

[ SplunkE 0| 2%t AHE ]

Vectra 7} X &2 6= RESTFUL API =
S HEZFE APIZMN, VectraZt EHX|SE
I—|§|-6} I—IEE |:|.E EO}A'AE-IIO-"A-I
=217 ol _zlk_ QAEZZE JSON HEHZ
Hag (HaA ds7iee Xagh

VectraHl EGl= BZE A|AH 27 L
HP ArcSighte| & & O|HIE & Al(CEF) o|
AAE 202 ABY & TS 7HEH
Vectra 0= X3

URL Method Data to Query
Destination Port  Protocol Format Iapilsettings GET Platform oonfiguration

Japilrules GET Triage ule configuration
—— N " Japildetections GET Securiy detection events

Japilhosts GET Host information
T T v v Japithealth GET System heath statistics

[apifsensors GET Sensor configuration
Stz v v Detection Category URL

Command and contro i fy=command

Botnet ta@de!acom’calggm et

Reconnalssance laplidetections *category=reconnaissance

Extitraton fapiidetections Feategory=exfitration

Vectrag Big DatagMd S22 SXHO=ZE

Splunk 7HHEFX}7f Real-timeS & VectraQ|
for SplunkE X1|3‘—°F(“'RA|
A g

ASMES
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1 Machine Learning1} Data Science 211 2|Z 7|t
2 QIE{4Yl+Lf 5 ELA 2| Cyber Kill Chain 2 Z{EHX|
3 No Signature, No Rule, No Configuration

4 MNAE 247|532t H
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|>
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5 UYESQ3 7|80 MA|ZE ALO|HBZ EIX
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2 | Dashboard - 24A| 7t 9%} s g oF

Vectral| | Q3tHE2 ZIGEX|gjof S AE Y TZH(Host Serverity Summary), A EHXFARY| CH o
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VectraZ} §|&ol= 27| U

3 | Cyber AttackO| E}X|El SAEQ} L

Cyber AttackO| B X| &l S AEO| & XIS HSSA22ZMN OH SHS0| AKX X Z[AD, M2 ofH
AL JA=X] HEAH 2 2 QX 5= O'E% A SHEE 7|FECE O SN E M3

- \VVECITRA __ HOSTS DEerecrions @& © |

0 10 20 30 40 50 ‘ 90 100
_ | | | | \ | | | | L 100
- — 90
3 SX|E Hodt
Host-192.168.0.130 Threat  Cenainty
§ B Current IP: 192.168.0.130 @
= Latest Detections
= ( | Fake Browser Activity
- % ol MEE 2HoE | |EE e e
b = o= CILUl Internal Port Scan
SXzlof Mot 9H
— @ _"E%' w Threat Certainty
ol I \ | =
Certainty
Hosts 1-20f 2 May 06, 2015 May 07, 2018 May 09, 2015
m[ s @ Al v [ Reset Filters
Tags Hostname Last Seen IP Threat Certainty Last Detection 4k
+ | Host-192.168.0.130 192.168.0.130 (78) (G2) May 8th 2015 02:09 }
- T 192.168.0.134 (s) (10) May 8th 2015 01:28 ]
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4| RAEE Qs AU NS B

— °
C NXC i E EIX|SF BEO H 1 SI X O] & (@)
Cyber AttackS| 7| A9l H& Fﬁl(Reconalssance) = A 20 oL Zt WRSZo] X2l HEQ
AEE AlO H A _Tl_7 DA 0] =N} (0 k=2 ke
O 2 AES Y= LE A7 A4S A2 AIZE 35, Ij21o) 27| S| & AT
Host: Host-192.168.0.130 RECONNAISSANCE THREAT
IP: 192.168.0.130 i
B VectraX » Botnet @
Status: O Active - CERTAINTY
oTagS(j) ‘ T“age f ‘ q’ PCAP L -M -+ Lateral — Exfil
PatronuX Test
Detection Summary
@ Internal Host: Host-192.168.0.130 Timeline
: : ; :t H & Scan Attempts: 40887 Scans
10.1.1.3:22 O \ / . 1 & Scan Successes: 8
10.1.1.254:22 .
: 05/05 17:14 05/08 17:14 05/07 17:14
Recent Activity
Tags Targets Ports Scans Successful Scans First Seen Last Seen 3
+ 192.168.0.1 tcp:1-6,8-65,67,69-136,138-160,162-167,169-257, ... 585 3 May 7th 2015, 16:14 May 7th 2015, 16:14
+ 192.168.0.30-117 tcp:1-6,8-67,69-136,138-160,162-426,428-2075,20... 40302 5 May 7th 2015, 16:14 May 7th 2015, 16:14
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Attack 2|AE 8 Q Q ———
Detections on This Host 1 EI- §¢Egl-2l
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Host: Server-10.103.20.34

P 10.103.20.34

Recent Activity

Tags Internal Target Exploit ID

10.20.4.169 1
10.20.4.94
10.20 4.85

10.20.4.80

L focon [~ e

Port Bytes Sent
tcpi5548 1.4 kB
p:5548 1.4 KB
tcp:5548 1.4 ke
teD:5548 1.4 KB

Bytes Received

19 KB

woki

FAOIAL 917 MR

MNA-SOA Apelel SXE Al=gt

THREAT

|

CERTAINTY

@

Timeline

First Seen

May 27th 2015, 11:25

May 27th 2015, 11:04

May 27th 2015, 10:48

Last Seen

May 27th 2015, 11:25

May 27th 2015, 11:04

May 27th 2015, 10:54

May 27th 2015, 10:48
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onnection Details
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1l =
o=

@ Malware Update

B2 red

Nl | [
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YO0 E o= A+

S0 ¢

M B0 L 3 7Y seeesied puchemer Al s Mwmbart LL30 (vL L B--gRaetd] s rmter- L L3
Be G ew 0 CUBe Sune SR Testewy Dok Jtem
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Cyber Kill Chain® EX|12

Cyber Kill Chain

og

=2
=

External Remote Access

Hidden DNS Tunnel

Hidden HTTP Tunnel
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Vectra Datasheet

HARDWARE SPECIFICATIONS

S2 Sensor

X4 Platform

X20 Platform

X24 Platform

X80 Platform

Capture e Four 10/100/1000 e Four 10/100/1000 * Four 10/100/1000 * Four 10/100/1000 * Four 10 Gigabit
Ports BASE-T BASE-T BASE-T BASE-T Ethernet SFP+
e A total of two ports * Two 10 Gigabit * Two 10 Gigabit
can be used in Ethernet SFP+ Ethernet SFP+
passive mode
Management * One 10/100/1000 e Two 10710071000 = Two 10/100/1000 = Two 10/100/1000 = One 1000 BASE-T port
Ports BASE-T out-of-band BASE-T ports BASE-T ports BASE-T ports « One 10 Gigabit
management port * One VGA video port = One VGA video port * One VGA video port Ethernet SFP+
* Ona 10/100/1000 e Two USB 2.0 ports * Two USB 2.0 ports * Two USB 2.0 ports e One VGA video port
PN . O Denc) « One DB-9 serial port « One DB-9 serial port « One DB-9 serial port « Two USB 2.0 ports
support port = One D2-9 sernal port
e One RJ-45 serial
console port
Storage * 1 TB hard disk drive Raw Storage: Raw Storage: Raw Storage: Raw Storage:
Capacity = 4 TB hard disk drive « 6.8 TB hard disk drive = 4 TB hard disk drive « 12 TB hard disk drive

Configured Storage: Configured Storage: Configured Storage: Configured Storage:

e Two redundant 1 TB = Two redundant 1 TB * Four redundant 1 TB = Two redundant 1 TB
hard disk drives for hard disk drives for hard disk drives for SSD drives for
operating system operating system operating system and operating system

e Two 1 TB hard disk « Eight 600 GB hard disk striping for data e Eight 1 TB hard disk
drives as disk striping drives as disk striping drives as disk striping
for data for data for data

Input Voltage e 100-240 VAC, 50-60 Hz * Auto-sensing e Dual modutar power * Auto-sensing * Dual modular power
100-240 VAC, 50-60 Hz supplies; auto-sensing 100-240 VAC, 50-60 Hz supplies; auto-sensing
100-240 VAC, 50-60 Hz 100-240 VAC, 50-60 Hz
Power * 80 watts e 1800 watts e 1800 watts = 1800 watts e 1800 watts
Current e5A e 7S5A-18A s 75A-1BA e 75A-18A e 75A-18A
Dimensions e 1.74 in. (44.19 mm) H x e 1.7 in. (43.18 mm) H x e 35in. (88.90 mm)H x e 1.7 in. (43 mm) H x e 1.7 in. (43 mm) H x
9.09 in. (230.88 mm) W x 17.2 in. (436.88 mm) W x 17.2in. (436.88 mm) W x 17.2 n. (437 mm) W x 17.2 in. (437 mm) W x
7.74 in. (196.59 mm) D 31 in. (787.40 mm) D 31 in. (787.40 mm) D 27.82 n. (707 mm) D 27.82in. (707 mm) D
Weight e 518 Ibs (2.3 kg) e 26 1bs (11.8 kg) * 54 Ibs (24.5 kg) * 26 Ibs (11.8 kg) * 26 lbs (11.8 kg)
Environment Operating Temperature: Operating Temperature: Operating Temperature: Operating Temperature: Operating Temperature:

® 32°to 104° F
(0° to 40° C)
Non-Operating

Temperature:
e .4° to 158° F
(-20° to 70° C)

* 50° to 95° F
(10° to 35° C)

Non-Operating

Temperature:

® .4°to 158° F
(-20° to 70° C)

* 50°to 95° F
(10° to 35° C)

Non-Operating

Temperature:

e .4° to 168° F
(-20° to 70° C)

* 50° to 95° F
(10° to 35° C)

Non-Operating

Temperature:

e .4°to 158° F
(-20° to 70° C)

* 50°to 95° F
(10° to 35° C)

Non-Operating

Temperature:

e .4°to 168° F
(-20° to 70° C)
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