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A& : StatCounter (http://gs.statcounter,com/)
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Operating System 3Q12 3Q12 Market Share 30Q11 3Q11 Market Share

. Y% X (%)
Units Units

Android 122,480.0 72.4| 60,4504 52.5

i0s 23,550.3 13.9 17,2953 15.0

Research In Motion  8,946.8 53 12,7011 11.0

Bada 5,054.7 3.0 24785 22

Symbian 4,404.9 2.6 18,500.1 16.9

Microsoft 4,058.2 24 1,701.8 15

Others 683.7 04 1,018.1 0.9

Total 169,178.6 100.0115,1B5.4 100.0

A} : Smartphone market share 2012, Gartner, A& : Kaspersky Security Bulletin 2012 Malware Evolution,

201292 QTERO|E it of4 zzIfo] Zahxor FUIgh sfjofn], FiAu AT
(Kaspersky) Wizo] wf2m A4 muld ofy I= 2 999 ot=go|l=g o2 9011y
s oF 6] Z71a Zolth, B3 201240 A SPERO|E opy T o] 2%

agzne 63



I ok, Rk QFERO|E Z]HE Qfik b Eil%“’l g3k o
=l 243 Aozt 7] wiZol =il A 2 Al szt A T W2

o2
wn
=
2
N

7 0|5 o] 9I3h ARE BERE A opy mRagolgth BERE oy
2 19e PO M o4 2] AR W, TEs 3 ol o8 Ege At
ge] wutel 7]7)o] SehEl AR A2 (e nlY] SMS B)& ol§3to] FA ol 5L

: ! o

1‘5

User Inadvertently
downloads
malicious app

s
< ‘ sends

premium SMS without
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Z}&: Mac OS X Flashback Malware, Target Map (http://http://www,targetmap, com)
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Digital Signature Details A B3 |f certificate [F1=]
General | Advanced | General | Detais Certification Path |
=3, Digitsl Sionature Information ~Certification path ——
Thiz dighal siansture is OK. = Mirasoft Roat Authariy
[E) Microsofe E:fnrcedmm_sn; J.n[srmefie(s.PCR

SRR IR E%r:hs:;r;:g;l;;mmgReg»:tranmnmmmycn

HMame: s =E

E-mail: JHot avadsble

Sigring time: [Tuesday, December 28, 2010 4:54:40 FH

Wiaw Cartificate

CounterssgnatLires

e T St e s o T |

al ] Certificate status:
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= ==

A+&: Microsoft Update and The Nightmare Scenario, F—Secure
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Sorean intelligence officials say North Korea may be preparing B3 BALS
for nuclear test.doc e e

2012.04 .

Early Check—In 2012 London Olympics,doc ddedy
Seoul Communique, pdf ook A4t 3] o]

2012,05 | =7IQFEZE 718 hip Exd it

2012.06 | 4F919A|9] E3H=F hwp, S84 3t M2 hwp 55 9 O A
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2t2: Y71 Y B)-3d 2D (http://erteam, nprotect. com/)
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(a39) 20123 24 JQIME RF 2

35m
30.7m

30m

25m

20m

15m 13.4m

10m 8.2m

Sm

- {1 144.318 921.486 3.6m
Jan Feb Mar Apr May Jun Jul Aug

Z&: Symantec(2012. 8.).

3) Symantec Intelligence Report, Symantec, 2012, 8.
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Accidentally Made Public 0.37%
Insider Theft 0.39%
Unknown 1.9%
Theft Or Loss 8.9%.
Hackers 88.4%
A} Symantec(2012, 8.).
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(ZH —) 2012.01 | — A9 o]F, oY, 4, FHE MT, A87tEHS 5 1Y
AR K (2,4008H1) 43
A Z ot obFEA| = = A% A2 o|F F 24
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— £EE A§3tA] ¢k2 SHA-1 A HAHE(650%7) 72
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&3 MH]A(Social Network Service, SNS)E o|-&3) ol T2 1HS QI3 AWM
S WEohe T thdet 2ot ool WA g sfolnt, 7]Eo= HolAE 9
AR A= sl BjaHs WA 5—4 olfr® HHEHYE ST ER fFieshe WA

olgldl ubH x]Z-o SNSO| ARAlumbel AL HTLAH 5L oAsls & Als]RetA
Q1 7ol SstaL, 22 H o= °“§ ZRIOYo] == AZF 5L Tk HEol
= URL T4 AH|AE o] &6l ool ¢ AlER AZE FEstAY Fo]2u A
g RL 45 24

Fo SN AT AR A4E oARo] Egteo] QI oteld U
a

g Ho|AS 21F olHlY (agR) Ho|AE MY 0l & Tut
& Facebook Password Reset Confirmation. == £2.Facebook - Windows Internet Explorer [EEE]
Fle Edt YView Tools Message Help e O~ & fHCEbookiCom S REANES Rl

BAXT| | @ Facebook

8 & .8 oL d o © NS =
Reply  Reply &l Forward Print  Delete Addresses facebook 24 I

From: The Facebook Team
Date: Monday October 26, 2009 3:20 PM

[ 2™HOIE [[3 AA/S

To: AETCESET] 3

Subject:  Facebook Password Reset Confirmation. = En

Attach:  [@@Facebook_Password_c92dd.zip (23.1 KB) B AEh
e N P
& WAA

Hey uas
s B2 E2

Because of the measures taken to provide safety to our clients, your password . e

has been changed
You can find your new password in attached document.

hehe foto http:,
Facebook.com IMG819:
Thanks, 7
The Facebook Team )
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AR o], AAEEAL HARE Y oS AR, AFAA FE7)E A38E, S8EAY, 2009.10, 425,

Ab EEHE ARY B2

2011 &AM (Lulzsec) A 1HFL olmfE Zo¢E AH] A9l Elastic Compute
Cloud(EC2)9] 9= AFY 92 ol4d) AUTA2 © 2 PR HdnE

52 349 o 19 B ALg A AR SHYH? o]9} o] FLE AH|AL AS

4) Joseph Galante, Olga Kharif & Pavel Alpeyev, Sony Network Breach Shows Amazon Cloud’s Appeal
for Hackers, Bloomberg, 2011, 5.17. (http://www, bloomberg. com/news/2011-05—-15/sony—attack—
shows—amazon—s—cloud—service—lures—hackers—at—pennies—an—hour, html)
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t} 20124 L= AHRE HoV ZHoAE oj" Aol U277 At 5Yof At
OlOPOI(SpyEye)Q} A2 (Zeus)= +9, vl=, ZEHoF 5o F§IAE dez o

:l:‘

38 EZ 5 FHE(two factor) HeklEE 3lot=t S2hE HFHS L83
A ARG 2kl WA Al o] &sto] AAEOR B olAE =357 fia)
A AfolE AT EQL A%tE Man—in—the—browser(MITB) 7]%-& A&t ”

(azh4) ATto|oto] ofy =23 7|5

This includes all the newest software for:

[+] Admin Panel

[+] Formgrabber Panel

[+] Gate Installer

[+] Back Connect

[+] Collector

[+] Anti- Rapport (Ant-Thrusteer)

[+] Webinjects - USA - UK - Germany - Spain - PayPal (not sure if all of them works
cormrectly, u have to check it, i usually only use USA)

[+] Built in PE-loader

[+] SpyEye original complete setup manual from the author

Injection types:
[+] Intermnet Explorer
[+] FireFox

[+] Google Chrome
[+] Opera

ERE A 8d A 2EFE ALY oflE9] ofolE kBt EEEATt AT El
AT o]-GALe] FEI} AA|E = ARl AT o] TN si7= i0S 7]7]o) Ha

QA AF= e} of7]of AEH olvd W ENE UE7HA AAHH. SeheE Au|A Het
AaLo] EP_ lﬂ* 8 gl vt ARet 3ETIdelAE SRE AL ol

of, Afolul®) 2743

Aol ia) AL eeolq AFentel] o277k 24 FHUE Aztel et
aolo] Weks] FHE o] S AER Tekg 2428 23 AYA A4S FE2 T4
of gick. ApolHj ] sﬂ@% nEste opy 22 wEstel $US FAHL 9
9] w4l 2xEgoloh B g
2 A sl i 34

5) Dave Marcus, Ryan Sherstobitoff, Dissecting Operation High Roller, McAfee and Guardian Analytics,
2012,
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Botnet Rental for Installs
Load Service: Buy $110/ 1K installs (USA)
. .

INTACTS:

We are pleased to introduce you @ brand /‘/’
new senice. We sell unique loads from
aiflerent countries
ff you are determined to be a regutar
CUSTOMEr - we are ready to give you a United States $110
discount. The mere you buy- the iess you A s16
Py Mix with no Asia $30
Asia 8
Canada %100
- We sel loads from ditferent
b Gb 4150

countrias except for Ru.
Dom olqe!ma( we accept only Please contact with supports about
WebMoney and you are to prices for other countries
FakE ot 12aet 1t
* You must be sure of indvidual approach
to each customer and a 24/7/36% friendly
support

A& Fortinet(2012,12),

A, Bok #A|) ws}

‘wot pAle] Wl pesA AAfe] ok wA AACIAE AW AYEs APT
Holuh A8l gaty BAL el BT 4 glone tlge gojeo] ok AX7
el ZeAs wq, Zeode 7% 5 A5E 4%

;

2}, HTML5 ¥.¢F

‘HTMLS HQF 3t 5o 2= o7t Hiig 7] At ¢l ohgt 20124

6) Cybercriminals Today Mirror Legitimate Business Processes, Fortinet 2013 Cybercrime Report,
Fortinet, 2012,12,
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(2716) HTML5 S8t X4 0| (J—H7) HTMLS SEHY 44758 o)

HTMLStest.com score over the years

Score Bonus
Maxthon 345 51
(hrome 23

Opera 1210 a9 9

Firefox 17 w0
Safari 6.0 w8

Internet Explorer 10 W6

2t : HTMLSTEST (http://html5test, com)

E o)A QAIA(WebSense), 7HAH A7, AJ7RIEY S 2 - 9] JHET AA,
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FLAME: THE SPY MALWARE INFILTRATING COMPUTERS IN THE MIDDLE EAST

Number and location of Flame infections detected by Kaspersky Lab on customer machines
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Z}&: Flame virus ‘has infected 189 systems in Iran’, Kaspersky, 2012, 5.
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This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.
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