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6) https://www.trustedsec.com/september-2014/shellshock-dhcp-rce-proof-concept/

Copyright(© Financial Security Agency. -2 -



- (B FEI°)E) Bash @ #¥ x| AA

- (MESZ Wol) EMW, IDS, IPS 5] BoHH|E o] &3t LA A A
S0]9& Bash & HFH TA P& UF E(Rule) HrlolE

M AP, HER|T ZH[0|A Bash &lE 0|&st= &7

=

B
H 40
:

Copyright(© Financial Security Agency.

= 40l chsto &M =+2I0|



"'III]

'B'E'.P_E?“._
ancial Security Agenc

[£<1] Bash & HeH #d A A-H 9L o33
[1 Bash € o] &« X &<l

o ol& U A =7 &<

-

$ echo $SHELL
/bin/bash

o Bash ©]&3}= 749 ¥ &<2] : GNU Bash 4.3 2 o] B]zo|H FHoF
“bash -v” LE= “bash —version” tE= “echo $BASH_VERSION” Zi230{ Q=4

(oJ|Al) $ echo $BASH_VERSION
4.2 37(1)-release

[] CVE-2014-6271, CVE-2014-7169 3 <k# 3HQluby
o CVE-2014-6271 #H<Fd 77

EEL |o=; =|
env x="() { ::}: echo VULNERABLE’ bash -c :

A1l - F st A2

VULNERABLE

a 00 (] bash-92 — bash — 58x15 '

<Mac OS X F[2A =tolA}z[8)>

-1 =

J

[Z2] - mx|E B2
bash: warning: x: ignoring function definition attempt
bash: error importing function definition for “x’

o CVE-2014-7169 < AW - (Redhat 7]F<]A1)9)

[B2do] =]
cd /tmp; rm -f /tmp/echo; env 'x=() { (a)=>\" bash -c “echo date“; cat /tmp/echo

7) KISA oA BAME “GNU Bash ¥ZAHH AldY Fokd tfjgutor 1, 2014.9.26” Alg Y& A&
http://boho.or.kr/upload/file/EpF854.pdf

8) http://mac-how-to.wonderhowto.com/how-to/every-mac-is-vulnerable-shellshock-bash-exploit-heres-patch-os-x-0157606/

9) https://access.redhat.com/articles/1200223
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(Z3f] - Fotst A2
bash: x: line 1: syntax error near unexpected token ‘=’
bash: x: line 1:
bash: error importing function definition for ‘X’
Fri Sep 26 11:49:58 GMT 2014

- baal — BAx 21

=M ale 7

Mac OS X Z|2FA] 2rOIARE[10)>

[(Z2f] - ofX|E E2
date
cat: /tmp/echo: No such file or directory

o CVE-2014-7186, 7187 # <4 = 7w+

(ZA3)

O (XLAAE) A A8

o AIX : http://www.perzl.org/aix/index.php?n=Main.Bash

% CVE-2014-6271, CVE-2014-7169 lLH7<| bash-4.3-8, 4.2-16
CVE-2014-6271 2 THX| : bash-4.3-7, 4.2-15, 4.1-9

o Solaris : http://www.oracle. com/ technetwork/ toplcs/ security/
alert-cve-2014-7169-2303276.html (MAMEE= 23921 AE 2R)
o HP-UX : http://hpux.connect.org.uk/hppd/hpux/Shells /bash-4.3.026/ ,
HPSBNS(03114 rev.l - HP NonStop CLIM running Bash Shell, Remote

Code Execution (9.29 #3%) 1)
% CVE-2014-6271, CVE-2014-7169 I{X|

o FreeBSD : http:/ /serverfault.com/questions/631410/shellshock-pkg-upgrade-bash

-doesnt-install-bash-4-3-25 (24! Zw{0[x| o}=)
o CentOS : http://lists.centos.org/pipermail /centos /2014-September /146154.html

10) http://mac-how-to.wonderhowto.com/how-to/every-mac-is-vulnerable-shellshock-bash-exploit-heres-patch-os-x-0157606/

11) https://h20565.www2.hp.com/portal/site/hpsc/template. PAGE/public/kb/docDisplay/?spf_p.tpst=kbDocDi
splay&spf_p.prp_kbDocDisplay=wsrp-navigationalState%3Ddocld%253Demr_na-c04466552-1%257CdocLoc
ale%253D%257CcalledBy%253D&javax.portlet.begCacheTok=com.vignette.cachetoken&javax.portlet.endCac
heTok=com.vignette.cachetoken
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o Debian : https://www.debian.org/security /2014/dsa-3035

o Redhat : https://rhn.redhat.com/errata/ RHSA-2014-1306.html

o Ubuntu : http://www.ubuntu.com/usn/usn-2363-2/

o Novell/SUSE : http://support.novell.com/security/cve/ CVE-2014-6271.html
o Mac OS X : hitp://supportapple.comykb/DL1769 (OS X besh Update 1.0, XA} 929

25, OS X Mavericks v1095 or later)

-

0 Ak Julol= P %2 09)

o =2 TRE JHCIE WH@HE ose 9 I3 F=)

oS &7 LHE
pkg info bash

FreeBSD pkg upgrade bash

CentOS yum clean al && yum update bash

Redhat yum clean al && yum update bash

sudo apt-get update
Ubuntu sudo apt-get instal ?only-upgrade bash
(1) =2t 21 2t
su -c “yum -y instal koji*
koji download-build -arch=$(uname -m) bash-4.3.25-2.fc21
su -c “yum localinstal bash-4.3.25-2.fc21.$(uname ?m).rpm“
2 uil_'.:_E'] »
su -c ‘yum -y instal koji"
Fedora koji download-build -arch=$(uname -m) bash-4.2.48-2fc20
su -c “yum localinstal bash-4.2.48-2fc20.$(uname -m).rpm"”
) uﬂ_'.:_Er
su -c “yum -y instal koji“
koji download-build -arch=$(uname -m) bash-4.2.48-2.fc19_
su -c “yum localinstal bash-4.2.48-2fc19.$(uname -m).rom"

Oracle Linux | yum list-security i grep bash
% SIAH Bash HHXO)| =t F2HE 271K S 171X(2F mix|El 227t US

m\8

o]

o HEYZ &A1& 44 WY (CVE-2014-6271)12)

[Suricata Format]

alert http $EXTERNAL_NET any -> $HOME_NET any (msg:” Volex ? Possible
CVE-2014-6271 bash Vulnerability Requested (header)” ; flow:established,to_server;
content:” () { “; http_header; threshold:type limit, track by_src, count 1, seconds
120; sid:2014092401;)

12) A : http://www.volexity.com/blog/?p=19
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[Snort Format]

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTP_PORTS (msg:” Volex ? Posible
CVE-2014-6271 bash Vulnerabilty Requested (header) “;

flow:established,to_server; content:” () { “; htp_header; threshold:type limit, track
by_src, count 1, seconds 120; sid:2014092401;)

-

€ Suricata, Snorts @ EZA A [DS/IPS/NMSQ13)

10s1=127.0.0.1 nroaram=bro htm 55=BRO HIIP scip=10.246.50.2 sicoori=43616 dslip=10.246.50.6
iri=fexploitable.cgi (eferer=- user_ageni=0 {:} a'blnmlnq -c1 10.246.50. 2 ne_type=text/ntmi

<LH_|_ ng AE"H E|=|E=| 0|A|14)>

13) Suricata is a high performance Network IDS, IPS and Network Security Monitoring engine,
Snort is a free and open source network intrusion prevention system (NIPS) and network intrusion
detection system (NIDS) created by Martin Roesch in 1998

14) http://blog.securityonion.net/2014/09/bash-vulnerability-part-3.html?m=1
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0o CVE-2014-6271 #H<Fd A

bash = Set FHAI=(YES[= ¢

-

GNU Bash through 4.3 processes trailing strings after function definitions in the
values of environment variables, which allows remote attackers to execute
arbitrary code via a crafted environment, as demonstrated by vectors involving
the ForceCommand feature in OpenSSH sshd, the mod_cgi and mod_cgid modules
in the Apache HTTP Server, scripts executed by unspecified DHCP clients, and
other situations in which setting the environment occurs across a pr|V|Iege
boundary from Bash execution, aka “ShellShock.” NOTE: the original fix for this
issue was incorrect;

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-6271

- [CVE-2014-6271] GNU Bash ¥43= 1A HeFd - (Apache A1H FHebd =)
http://hacksum.net/vuln/cve-2014-6271-gnu-bash-gnu-bash- A 5. & -1 4 A -Z oF#]/

- [CVE-2014-6271] ShellShock Remote Code Execution Vilnerability — (SSH 349
http://forensic.n0fate.com/?p=1256

- [CVE-2014-6271] Shellshock DHCP RCE Proof of Concept — (DHCP #)

https://www.trustedsec.com/september-2014/shellshock-dhcp-rce-proof-concept/

0
b

bash 22 S8t AZHI=(Yasls W) Ay FUH

GNU Bash through 4.3 bash43-025 processes trailing strings after certain
malformed function definitions in the values of environment variables, which allows
remote attackers to write to files or possibly have unknown other impact via a
crafted environment, as demonstrated by vectors involving the ForceCommand
feature in OpenSSH sshd, the mod_cgi and mod_cgid modules in the Apache HTTP
Server, scripts executed by unspecified DHCP clients, and other situations in which
setting the environment occurs across a privilege boundary from Bash execution.
NOTE: this vulnerability exists because of an incomplete fix for CVE-2014-6271.

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-7169

0 CVE-2014-7186 #<Fd AHH
2ZAX|o|M DOS 34 S0| 7=

The redirection implementation in parse.y in GNU Bash through 4.3 bash43-026
allows remote attackers to cause a denial of service (out-of-bounds array access
and application crash) or possibly have unspecified other impact via crafted use of
here documents, aka the “redir_stack” issue.
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o CVE-2014-7187 #HoFd AR
XM DOS & S0| 7t

Off-by-one error in the read_token_word function in parsey in GNU Bash through
43 bash43-026 allows remote attackers to cause a denial of service
(out-of-bounds array access and application crash) or possibly have unspecified
other impact via deeply nested for loops, aka the “word_lineno” issue.

http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2014-7187

O Bt 2 #-d 7|4

0 [KISA] Bourne Again Shell (Bash) fe|ZE A8 FHebd HQE AU olE

A3 (2= 2014.09.26
http://krcert.or.kr/kor/data/secNoticeView.jsp?p_bulletin writing sequence=21984
http://boho.or.kr/upload/file/EpF854.pdf
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[£<13] CVE-2014-6271 A (Easy Version)

CVE-2014-6271 (aka "SHELLSHOCK") BUG

execute
command

O
o

Qops:--,
- My mistake

""" } b Y
cgi V
| echo “test” | | rm =rf / ; Define some function | -
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(bla bla --- )

variable = Some function;---

Some following code
(Malicious command)

BEFORE

—

Now | can check more---

variable = Some function ;-
(bla bla --- )

©

we following code
% ‘ous command)

Atter
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