KISA QL « slf& X| 2010125

2010.1

@ o530 SFisa

e




KISA QL « sl | 2010125

oooooooooooooooooooooooo

2010.1



M - 748 o=

28 HoKEY  BZUS Wiy e
1 2008.11 (e SHEHSE 02-405-5557
2010.1 YES] siZoiSE 02-405-5557

E- ST )




10

12

12
12

S

1. Y UHEXN=

17
20

ISEE R

G

.I

<l

ok

2.

24

<l

H3E 7 M|

25
25
26
34

35
- 36
- 42
- 46
- 53

KF

Klo
ol

o0

Xt

H2E A

80
Ok
vl

3]

b |AHAJA

=
KO
X

4%

1. SSID
2. MAC

Klo
%
A

Kk

=

3. WEP Q1= oij7{L]
4, EAP 915 07|

=
=

64
- 64

H3E FAiEH oi|olE

65

2. WEP

71

75




IR

H2HE

Hi3HE

2 MRoix H
1. 718 HIESFAL]
2 70Ol 2 SOHO AFHRIQ| SLARH IO« v ve vt e ee et e e ae e
3. 2 APe| #z|X/=2

BMOIE{L AHIA ARRKF HOFETT - cv e vr e vn e e e e e e e
22 SIMOIEILI AJH|A - ve e e e e e e
OIEJLI AJH|A + ++ e ve e ee e ee e ee e ee e ee e e

- 82
- 85
- 89
- 92

- 93
- 95

103

- 104

107
107
108

(HE1) TTA PM HEES FTE[AE - v cv e e ae e e

(522) WEP/WPA-PSK £ HOMM

OHLHA] = +v e we e me e ee e e e e e e e

116

121




H

=xt

(H 1) 2M HEQYT TR ER] QO+ttt vttt ittt ittt ittt ittt et
(B D) DM ZEQ TEZ QOF + e vvvevnn i te et etttk e e e e e
(H 3) A hoC HIEQTIO] BHR SFZ] -+ v v vv e ee vt vttt et et e
(B 4) DM EH|O| SR HOE FOFRIO| DB «rv e eeeevrvninn e e e er i
(F 5 BM EH[O] Z5Q THBIEHR « ++ vvvvvevevererere ettt ettt et
(B B) SMEH ARRKF JAEO] KEA O]+ -+ vv vv v vr e memevevein s inaeaeee et e

a3 =Xkt

(A2 1) 802.11i0] 1T} T2 OIZ/UBHF HEAL « v ve e e ee et e e ee e
(2 2) INfrastruCture TEEC] JEAL « «x veve e re i ae et ae et e et ee et et e e
(2 3) ad hOC FEEO| TEAL « «v e vrenve e e ee i ee it e et e e e
T N = S I L= T =1
(AR BY M AP FE o+ v vere e re e e e e e e e e e e
T o) N = 7 S
T <) S0 1=
- 22

G 9 AEAL 215 M

(T2 10 SEAMRHO] FIOF KR « -+ v e cx e e en e et e et e et e e e
(a2 1) NetstumblerS O[3t PA FEFEHO T - ovvvvveve e
(T2 12) 2M EA DAL OHEILFQ] Glf - -+ ve v vr e e e e ee e ee e ee e e e
(12 13) MU CHBE DDOS T2 - - o+ v oeoe e eeen e eeen e ee e e e e e
(T2 14) ROUGE AP O -+ -+ v e e e et es e ettt et ettt
(12 15) M QES B} QI EZAE e e o v ve e e ee e e ce et ee e e e e e e
(12 16) SSID ZES OJLBE DRI AF] - o+ vv o v ve et e et e e e e e
(21 17) SMH B 7= )28 MAC ZZA TR - v ceor e een e e e e ee e

JE-y=] - 33
- 37

18 g 25
(O 19) APOIIM SS

(@]
n
‘.E:u

n
=
I
ol
ﬂ'F
ox
40

<j._"é| 20) SS|D§%7A o2 gg@- 7C§_C'>_
t

12
14
18
25
89
93
94

15
18
18
20
20
21
21
21

24
27
27
28
29
31
32
33

37
39




(O 23) 2IPEE 0185 MAC FAIS MZUH
(2 24 OI= MHE 0|25 MAC FACIE RAKHIH ..o e e ie e

(O 25) WEP ?J’S’é*

(ZLE' 28) 215 *1H'|§ 0|8t &
a3 29) 8 WEPS XE3io|
(O 30) EAP 7|27Z

(:LE' 34 EAP—TLS QIZHRL- -
(O™ 35) EAP-TTLS QUBHXS -
(T2 36) PEAP QIBHEX

(a2 38) Hlo|Ef AZ3to| 7|22 - -

(O™ 46y CCMP =35t &k} -

(12! 49) WPA29} OISMHE 0|26t B2l HoF 1AM
(3 50) Windows XPOIA2| MAC H{=2|A HZ HitH
(& 51) RADIUS 215 S4} -

(T2 55) A AKX} QISS St ARRAL Q1SN

(2 56) Z2I0|AE QIEA SEAL ZIAF - 1+ v v verrre e e e e e e e

45

S

- 52
- 54
T I § S =N = 0 =
(O3 32 EAP 01 x4'|.

54
55
58

(T2 37) BMEH BHZOA] TIL TR ER v v v veveeeee o e e e e e e

64

-+ 66
(2 39) ZDT|Z O|RBF USBF TEED - v vvverear e nininieee e e ieee e
(1B 40) WEP THZI ABAS TRE - v ce oo e e e oe oo e e e e e ee e e e e
(IR A1) 802,11 THZ! T JLA] v v ve e e me e e ettt ee et e ee e e
(T2 42) WEPS] S8 BIRF «vv vvvrvevrvnvnvnen e it it it it it it et e
(IRI 43) TKIP QEBBE FIRE- - e oe o oo e e e e eeeeee et e e e e e e e
(IR A5Y THIP ELESE} « v v vevnve e rnaeen ae ettt e et ee e e e e

66
67
68
69
72
73
74

- 76
(B A7) COMP BB} TR« +v vvve v e e vereeeee e e e e ettt e e
(2 48) S HOPRZHO| TLAIQA « v verrn aeve it ae et e et e e e
- 94
. 95
.- 96
(12! 53) YIE2 XPOIA EAP-MDS AR - vv v vr e
(2] BAY EAP-TLS T QA - oe ot e et e e et et e e

78

97
98
98

.. 99
100




Contents

(22 58Y EAP-TYPE DA« v e eeee e e e et ettt
(12 5OY APOA] EAP A+« ++ +eteteteteee et e ettt ettt ettt e
(12! B0Y WPA2-METIRFO|R QESBF AIR« ++ vvveveveeeveeeeeee et e ettt ie e ieee
(12 B1) WPA2=THOI QESBE AIL - o oot ve e vt aeae e e e aeae e e e e e e e e e e
(a2 62) SSID Broadcast 7152l HIZESIE XMERt FAMEH- -
(712! B3) ZMONIXIS E5f| HOIT)= CIEE IPAQT BJAE <o ov e e rereaeaeaeaeaeaenns
(12 B4) B APG RESEE HEE - -+ oo ve et e aete et ae e
(O3 65) sst MEO0| ZlX| 242 R B MHIAZ BH AP - ooverer e
(a8 66) 7= T4 AUEU MHIAS OIS MY TS ClO|E 2K 21H - oooeeeeee e

100
101
102
102
104
105
106
106
107
108







i €E )

o2 Qla) WA W ool A BEHw gk,
ol b 2 e RolEchE o FAe] QUrka & 4 ook S 4 ol

AHlAaE 06 712 2o o QAR FAL QIEH ARG A= et 5

o
o
e
Flo
S~
%o
1o
r’l
oo
rx

pars

o Aol B u| 28] B A ZAfsH B
B Hobg e T glom, ol ZAHS A2sh] Slal choke ok
7140l At 2 AGE T Gk, SHARE o] ) RAIR AL Bkely
o213 EG HEE, v AARRGE SO Mo} iAoz Ayl

ol
B

[-'El

—d

o rx

e

lo

5%

rlo

o

ox

A=

off

fo g

ol
R

o= AUIE e s BHNAE
v, WA ek, Y FelnE, Fhs
o AHgE|T Qle}, TRk FAR] ok )
2 ogEn, AR AGAEE U9 S Her S
Y3t 5 GwS okt

BAlElo] F2T HES A5 5
5 AR o Fopoll FAw
14 A 2 Ao
Joll chal %x5t0] w52

2 ol
to
ot
(o]

iy

& iAo A= ARl iRt AR} o] AN AT = Qe F

fo
i
12
ox
tlo
r=
>

)
x4
>,
[0
ol
rlr
po)
filo

10






I ®2%

[ 1]
24 YESS
TxH £3 Qo

FAYEYA Exol Aul2 Weleh WES)=0] T4 Sof wet o] 54l
YEgae] BRs} Heluo] Yok B Aolxs heks] RAMEY L) AuA

ool w2 ol tisl A dopiil, =8 A s dopR e St

24 =
P U 8 LT
Ei7/a] Ad Hoc WAl S Peer | - m=2710] Hole] H&O0|LF HEEn} =l
WoAN to Peer %A 7 20| 3t WS 0RE RN B NS
- SREAL 0}RAY FHCOIN R4 2f0IS
CIES
QUS| SIS EE QMU | - WLANS YAl APATH 22 SHR0IN M
WLAN o Mx} Of2i2 RGO I | U TEOR ol MBS BURE HIZA
ERER ] g 5%
WMAN =AY 22 WS XINS oy | - S AmAY Zo| HE XIKUA 2B
o2 £2 HEATE N 24 917 l52 AB

12



WPAN(Wireless Personal Area Network)< HEx o] £.4 A7} 1@ ¢l=
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= 802.11 1997 2.4 GHz 2 Mbps 20~100M
802.11a 1999 5 GHz 54 Mbps 35~120M
802.11b 1999 2.4 GHz 11 Mbps 38~140M
802.11g 2003 2.4 GHz 54 Mbps 38~140M
802.11n 200901 &] 2.4~5 GHz 300 Mbps 70~250M

IEEE 802.11/a/b/g
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el olskar qick, 19999 oll= 802,119 7WAE ME7|eyt FA-E Wiol
229HE 802.11a2k 802.11b T 7HA1 9] 30| W= it
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APS} 74 7] 7hof| kb= A HEHolHE 2719 ]
v 7]1¢f ¢ol2 MeElE]= [V(Initial Vector) aHe 23 644]

7% olga) A% ol JEBFORA ML Bt

b

ot
of

2
re
ol 1>
o

rx

N
N

o

0,
o it o
o
Jo

[m
ol
rlr
)
@}
=
[m
1o

o
1>~
ftlo
)
RS
O

802.11b= 19994 A H FAMW BFEO 24, 802,11 74 7|Hko 2 7w
o] 802.117} Z-& 2.4GHz 34> > AR, Xt 11Mbps®] ASEEE
A Qg AeLwo] Ao CSMA/CA 7143 AFR3lER A7 Assrl 3
o 6-7Mbps FEE oA A Hn, o= HE 802.11 F4 F2oA FYUsHA
85 = ARgtoltt,

802.11at 802.113F 802.11beH= ] 5GHz9| Fuba= tj & ARgalH | 2|
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Lt ol7]= Bfol, F7le] ufet S2jolgo] FASo] Glov], Fujel A Hut
ol Slaf o)gol A7 ek Abgol St ik 802.11a8) A9 e
200me] A4S 7HI,

802.11g+= 2003 W3t #FFC0= 802.11b%et 22 2GHzY 94 Y&
AHgatA, Aol 24 Fol SR 802.11a% 22 Hr) 54MbpsE A
YT, 802 11bSh FEHE o] FHAE HwO| P HA% B g de) 2

o7 gl Hzo|c,

IEEE 802.11i/WPA2

802.11ix= 802.1101% A4 WA 74l EEO2 20049 AIFE A, F+41
Za| et 7| 7ke] 7MY /157152 Als-she EAP(Extensible Authentication
Protocol —4 E?J A5 Hebeso] ZgtEof, Kk 73k 2153 flofE
Ol

802.11i°li= WPA-13}F WPA-2 0] 2|0} Sl=d], ol ¢33} Ao
w2t BRE Aoz WPA-12 TKIP(Temporal Key Integrity Protocol)=
WPA—-2+= CCMP Y53} WAl ARE-she A2 4 ojEof g,

E3F WPA 7122 WPA-7HQlTF WPA-<lE| Zafo| =22 7zt FAE|o] 9l
g, ol FA Ao AMEE= REof whet St E o Xh:} WPA-7131-&
PSK REE AMS3H= 495, WPA-IE Zelo] 2= Radius 15 AHE
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WPA-Enterprise WPA-Personal
| | |
802.1x/
EAP/Radius FE
WPA-1 WPA-2
TKIP CCMP/AES
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PSK AAZHAIS Q1% Aui7l AA|H7] g 27w ol A ALSEE Ao
2, FH APE B 977k 413 anwz 1%_ 7)(PSK) 2 Mz e

aff ZHelste] Q5= ARt 2150l ’ﬂ%’— = BFolle= Al d= 7]§ 256“]
ES] PSKEHFE YAsto] ARgeitt. 2 o] PSK& RFC28989 PBKDF
(Password—Based Key Derivation Functlon) et g| & o8 AR
Hey AR ZARE B8 9Er] S s PMK(Pairwise Master
Key)E 9Isto] "PMK :=PSK 7} AH&-HT} & vlg] A4 H PSKERE FL5
+ YAl HE 7|91 PMKE A% &, o] gk& 741 APk 7HAaL Ql=A] &elst
3, FAT S AL Qe Ao R SRIEE FAHe] 23k

A AsdlolE ust g F TKIP(WPA-1) BH4& WEPS] FoFd-S 3
2st7] Sl AYE BEC 24, EAP| o3t ARAL QIS A= RE FA o
719} FA AP Atol9] FA A B g 34 Bl 715 4= sk A
2t 7S ¢33t gttt CCMP(WPA-2)= 128H|E £5 7|5 AH-8H= CCM
(Counter Mode Encryption with CBC-MAC)EE2] AES £% 43 W42
AR

Ao AW FE 0 ZAE 802.11i7F 7 Bt obxgh WA o2 A WPA
ASHAE HEo] FA Q5 AHE ARESHA] obe AR 7Hg ol gt AT

A oA 7 aa )l Kot Agshgetolct,

O

* |EEE 802.11n

o]22 0 & 300Mbps2 AgES Z=E IEEE 802.11% 74357 93t &
Fo2 FUHI glor, 2009d =] ehrE o Aolrt 802.1InofA Lst=
o] FARS stEgo]F oz MIMO ¢HEL 9 424 2] 9] ALE-S SajA
o|F A} gttt EFE AZEQOJAQ] o g AfRE AT WS Aobsla
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2. FAR Y EQ D {13

802.11 A #Zo A= FAME Aol whet 2719] F3-3 o] AIAIE AL QL
t} A WA= infrastructure RERE, LAAPS 74 thiy| &2 AR vl
o|i, T ¥R A thity] Ato]o] AH EAlo] o]# A= Ad Hoc BEo|t},

7. Infrastructure 2E(Client/Server)

Infrastructure FAgH2 17 o8] FA APR /4454l 74 AP= 719§
HE 2Rl B A0S 21 QY 21l 5ol A=< 5*101 o Fofx|A H
t}. ad hoc AR 71 FA ©L7] Abolof| A F4lo] o] FojR|= FAMC =,
Loz oheke A @77 s glo] Wol o] &&= 3ot
Infrastructure 2 Eo| A= ©Z7] 1] 21424 ¢] §A> B7Ha51H, HIEA] 5+

o
X APE Af3tel BAlo] 7hssh,

P

A APE FA4E 4 len, £ AP 1719} th9
A a2 A FAHY 24 525 BSS(Base Service Sets)o|gkal gt
o}, 2 Aol A o FAE Al F=01% A (Power Output) H9] shollA] drpt
He] Alo7F ded 4 vl wet 71 3HA7E FolAH, A 4G HelE &
got7] felide AEY ol Al AILET FARE npo]A2 Als o]-gsh | A
BAb= o el Ao A A shbe] AP} ufol® o] AA o] QlTt,
1" 202 2719] BSSE 3sh= 1719 DS(Distribution System)o=, DS
= U 74 APY] A4S SR UIEH ALY S B8l dolo 2719 B
& 7R FAYESR o] 7Hsdtel, 802.11 EEolA = o] FA th=9 BSS
£ 7= Y EY A E ESS(Extended Service Set)o]2kal 7 gttt
F7H o2 giF2o] FAse] i A A Bl A EE Ao] o
A Ql FEjo|lBE, 2 FAY 5 Al FARS S JAEZIY HE 7
sko] ARt thgt At 9hA A MRS 97 913F HedH
T ol A Yste R Fit},
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BSSt BSS2
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g 25 7L Q17] wiszell 7171 Z42he] HbdAat A ARte] AAs] o F
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O 2 It Infrastructure 2=of B3| 453 AL AR ARk W
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7|22 22 Ad hoc HEYAY HeRE thE Al HEHAAAN 275 = A
SUATE, thE S4l 9L7|E ART 4 gle Aol BR a7 o3t
Qboll ojEgtet whebA =EZFO AFS 4= Al IAIE Pk, HEsE {
3l 7](Key)E Ad hoc YEH A Zxtol| Euljst= Zo] FaupA o]t}

Ad hoc HEH TN A= 52 F717](Public Key) Y& 7|&= AMESCE o &
£°] Ad hoc HEYA Y A, B, Ceh= 1go] 2 2t & o, 15 A9
3 =Tt AH T I3k 540 A12] 9]9)(Trust Delegation) S w3t
of 1% 7Y 7Y tiE R B2 A7) gl At 3NE o e
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AN A2 E HHfjets dT-S Bt TREZE YRS S 4= Qi
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b &
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cady

EE

Name [ Chan [ Speed | Vendor | Type [ Enc.. [ SNR [ Signal | Noise: [ SNR+ | 1P Addr [ Subret [ Lati
OODSGIDS00ZE KDL HOSTEL Side BlockR 11 BaMbps  (Fakel  Peer Ell a0 W
4DEDITED? KU HOSTEL Side BlockR 1 MMbps  (Userd.  Peer 3 7 W W
OODSSIDS00Z7 KDL HOSTEL Side BlockR 11 B4Mbps  (Fakel  Peer 71 o
QUA2B0F2 KalejKe 4 1 5aMbps Peer EAR L]
OZDFIESESEES  tounami 10 TIMbps  (Userd. Peer 8 a0 2
DEFESBRAADBD  bidge 11 TMMbps  (Userd.  Peer k] 00 1
OZC1STARDFAA  teunami 10 TTMbps  (Userd. Peer a7 a0 3
QFIFZTETARZ  tounami 10 fiMbps  (Userd. Peer 7% 10 2
CAFAMEESSAC2 KDL HOSTEL Side BlockR 11 TiMbps  (Userd. Peer £ 00
021302000288 Staff Cales 11 BaMbps  (Userd. Poer 75 M %
ABACOBCOFOTE  bidge 11 TiMbps  (Userd. Peer 0 a0 W
ESOLDAD24ER  tounami 10 TIMbps  (Userd.. Peer WEP kil 00 19
AZUCDID2ER  tsunami 10 TIMbps  (Userd. FPeer WEF bl Tt
ODG02B3000EE  KolejKe 4 1 B4Mbps Peer 5 0 4
AEBACCAD24ES  tsunami 10 11Mbps  (Userd. FPeer WEP 4 00 6
OAZFOD0A788  tounami 1 BaMbps  (Userd. Poer k] Ao 34
OZIZFO00S733  akmal 1 BAMbps  [(Userd. Peer WEF 73 A
ODG02B3000EE  KolejKe 4 1 B4Mbps Peer 5 0 4
OZIZFOD0S7EE teunami 11 BAMbps  (Userd. Peer a7 a0 2
EASECEAD24ER  tounami 10 11Mbps  (Userd. Pesr WEP 70 Ao a0
OODSSIDS00Z2 KDL HOSTEL Side BlackR 11 BAMbps  (Fake]  Peer 0 a0 W
B2Z3IASEFAL7 KDL HOSTEL Side BlockR 1 A1Mbps  (Userd. Poer k] A0 a7
EOEODIBFEES  biidge 1 Mbps  (Userd.. Peer b 0 2
SE4377IDE514 KDL HOSTEL Side BlockR 1 A1Mbps  (Userd. Poer 2 A0
DESEB4IDTFES  biidge 1 BAMbps  (Userd. Peer 58 a0 @
2130200514 tounami 11 B4Mbps  (Userd. Poer 72 A0 2
02130200C50C  biidge 1 BAMbps  (Userd. Peer 0 a0 W

00130252445 tsunami a» (Fake) 100243

021302000220 tsunami 11 BAMbps  (Userd. Peer E 00 18
7 fiMbps  [Fekel 4P WEP 21 73 n 27
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